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UPDATE ON FEDERAL RAIL AND PUBLIC 
TRANSPORTATION SECURITY EFFORTS 


Tuesday, February 6, 2007 

U.S. House of Representatives, 

Committee on Homeland Security, 
Subcommittee on Transportation Security 
AND Infrastructure Protection, 

Washington, DC. 

The subcommittee met, pursuant to call, at 10:05 a.m., in Room 
311, Cannon House Office Building, Hon. Sheila Jackson Lee 
[chairman of the subcommittee] presiding. 

Present: Representatives Jackson Lee, Thompson, DeFazio, Nor- 
ton, Clarke, Perlmutter, Lungren, King, Brown-Waite, Blackburn, 
and Bilirakis. 

Ms. Jackson Lee. [Presiding.] Good morning. The subcommittee 
will come to order. 

The subcommittee is meeting today to receive testimony as an 
update on federal rail and public transportation security efforts. 

Might I take a moment of personal privilege to welcome all of the 
participating members of this subcommittee as they come into the 
hearing room. I look forward to both an expansive and extensive 
opportunity to secure the nation’s transportation modes, as well as 
its critical infrastructure. 

I think I will path is daunting, but I believe that we have a great 
opportunity to do so, and we do so in the name of the security and 
safety of the American people. 

I would like to first of all welcome the ranking member. Ranking 
Member Lungren, and all of my Transportation Security and Infra- 
structure Protection Subcommittee colleagues again, and to indi- 
cate that I am optimistic that this subcommittee will be active, ef- 
fective and bipartisan in its approach to securing our nation’s 
transportation system and critical infrastructures. 

I also welcome all of the witnesses and thank them for testifying 
today. 

If one would reflect upon where we are after 9/11, certainly what 
would come to mind is the vastness of the nation’s transportation 
system, and the overwhelming need, particularly in rail and public 
transportation, for us to assess it and to, of course, make it safe. 

The purpose of this hearing is to receive an update on federal 
government initiatives and improvements in rail and mass transit 
security in order to assess our nation’s preparedness as it relates 
to future terrorist threats and attacks to our rail and mass transit 
infrastructure. Each weekday, 11.3 million passengers in 35 metro- 
politan areas and 22 states use some form of rail transit. In addi- 

( 1 ) 
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tion to the commuter rail systems which provide regional service 
to America’s largest cities, Amtrak operates the nation’s primary 
intercity passenger rail service over a 22,000-mile network and 500 
stations in 46 states. In 2005, Amtrak served more than 25 million 
passengers. 

As important as these commuter modes are to delivering Ameri- 
cans to their jobs, similarly, freight rail is vitally important to our 
nation’s economy. Rail moves 40 percent of the nation’s freight and 
contributes billions of dollars each year to the economy. While 
there are 562 common carrier freight railroads operating in the 
U.S., there are seven class I railroads, which account for 68 percent 
of the freight, 89 percent of the employees, and 93 percent of the 
revenue. 

Throughout the world, mass transit systems have long been tar- 
gets of terrorist attacks. Algerian extremists set off bombs on the 
subways of Paris in 1995 and 1996. The Irish Republican Army 
waged a long-running terrorist campaign against the London Un- 
derground. Palestinian terrorists have carried out suicide bombings 
on Israel’s buses. Chechen terrorists killed 40 people by bombing 
the Moscow subway in 2004. And in the first terrorist use of a 
chemical weapon, a Japanese cult, Aum Shinrikyo, released sarin 
gas on a Tokyo subway in 1995. 

Recent events make it clear that the threat continues. On the 
morning of March 11, 2004, 10 explosions occurred at the height 
of the Madrid rush hour aboard four commuter trains. On July 7, 
2005, during the morning peak travel hours, three separate explo- 
sions ripped through the London Underground, and a fourth explo- 
sion occurred on a double-decker bus. These four explosions, the re- 
sult of coordinated suicide bombings by British-born Islamic ex- 
tremists, claimed the lives of 56 people and seriously injured 100 
more. 

Two weeks later, on July 21, 2005, another group of terrorists 
unsuccessfully attempted to attack London’s mass transit system 
again. On July 11, 2006, a series of seven bomb blasts against a 
suburban railway in Mumbai, formerly known as Bombay, capital 
city of the Indian state of Ashara, and India’s financial capital, re- 
sulted in 207 lost lives and over 700 injured. 

The recent attacks serve as a harsh reminder of mass transit and 
rail security vulnerabilities. Both mass transit and rail systems are 
public and used by millions of people daily. Because of their size, 
openness and highly networked character, there are no obvious 
checkpoints like those at airports to inspect passengers and par- 
cels. Passengers are strangers, promising attackers anonymity and 
easy escape. 

If any of us have engaged in travel on rail recently, we are well 
aware of the fiuidness of rail transit opportunities. Attacks on mass 
transit, the circulatory system of urban areas, can cause wide- 
spread fear, severely disrupting economic activity, killing or injur- 
ing large numbers of people, and altering our way of life. 

An attack on our freight rail, either the material being trans- 
ported, such as hazardous materials or vital commodities, or mere- 
ly the system itself, could severely impact our national economy. 

As a result, both mass transit and rail systems are attractive tar- 
gets. Since September 11, 2001, according to the Memorial Insti- 
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tute for the Prevention of Terrorism, mass transit systems have 
been the subject of more than 145 terrorist attacks. Due to their 
existence in high-population, high-risk urban areas, mass transit 
systems are also inevitably affected by any terrorist attack that 
may occur within that jurisdiction, regardless of whether the tran- 
sit system was the target of the attack. 

For example, during September 11, 2001, two of New York City’s 
busiest transit stations were lost, and considerable damage oc- 
curred to the tunnel structures, endangering hundreds of lives un- 
derground. Certainly, collateral impact is one of the tragedies and 
the devastating impact of not securing the nation’s rail system. Ap- 
proximately $1.8 billion was needed to rebuild the subway infra- 
structure that was damaged in the attacks. 

I am hopeful that these hearings that we are having today will 
help us prevent such attacks, or really will wake up America. Pur- 
suant to the Aviation and Transportation and Security Act of 2001, 
the TSA is responsible for the security of all modes of transpor- 
tation, including rail and mass transit. TSA, however, has focused 
the majority of its resources and assets on aviation security for the 
past 5 years. It is now time to wake up and to recognize that TSA’s 
lack of progress in developing a security strategy for all modes of 
transportation, mandated by the development of a national strat- 
egy for transportation security in the Intelligence Reform and Ter- 
rorism Prevention Act of 2004. 

Congress needs to recognize that. And this strategy, although 
due April 1, 2005, was not finalized by TSA until September, 2005. 
Moreover, the document provided by TSA did not meet the require- 
ments set out by Congress, especially with regards to rail and mass 
transit security. Furthermore, subsequent congressionally man- 
dated updates were also not met by TSA, resulting in the 9/11 Dis- 
closure Project giving TSA a “C” for its efforts. 

I find it completely appalling that this administration seems to 
be unwilling to act on rail and mass transit security until we are 
faced with another disaster. I shudder to think that if the Wash- 
ington, D.C. or New York subway systems were attacked and mass 
casualties resulted, that we would be thinking that more could 
have been done to prevent such a tragedy. 

It is time now to answer that question: What should we be 
doing? And we will be desperately trying to figure out how to pre- 
pare for a disaster that has already happened if such an incident 
occurs, and holding hearings after the incident to find out who 
dropped the ball. I think we need to prepare and prepare now. 

We have been blessed thus far that our rail and public transpor- 
tation have not been attacked. We should make our best efforts to 
ensure that we do not overlook this blessing. From the terrorist at- 
tacks that have occurred around the world, we know that terrorists 
will target our rail and public transportation system. They will go 
to all lengths. Despite this admonition, the agency created and 
funded by Congress to address the issue of transportation security 
has consistently dropped the ball when it comes to rail and public 
transportation. 

We cannot let the lessons of Madrid, London, and Mumbai go 
unheeded for the sake of millions of Americans. What we are wit- 
nessing with the Transportation Security Administration is a lack 
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of complete accountability. The TSA is not being held fully account- 
able for protecting our transportation systems, and this must 
change. 

I acknowledge and appreciate the time that TSA Administrator 
Kip Hawley has taken to participate in this important hearing. I 
thank him for his presence. However, we cannot tolerate the TSA’s 
past inaction on this issue to continue for a moment longer, and I 
look forward to working with the administrator, and I appreciate 
the openness in which he has expressed his willingness to work 
with us. 

While it is understandable that we have put focus on the safety 
of air travel, given the events of 9/11, we need to get going on the 
issues dealing with rail and mass transit. We can’t be lopsided. I 
am pleased that this Congress and Chairman Thompson has de- 
cided to do what this administration has thus far proved unwilling 
to do, and that is to provide a comprehensive framework to secure 
this nation’s rail and public transportation systems and to high- 
light it, the way it has never been highlighted before. 

We thank you. Chairman Thompson. 

We owe it to the public to safeguard the modes of transportation 
and the millions of persons who use this every day. We owe it to 
our children. I eagerly look forward to the testimony so that our 
children, who look to us for their safety and security, can be safe 
and secure as our grandchildren will be as well. 

Prpeared Statement of the Hon. Sheila Jackson Lee 

First and foremost, I welcome Ranking Member Lungren and all of my Transpor- 
tation Security and Infrastructure Protection Subcommittee colleagues. I am opti- 
mistic that this Subcommittee will be active , effective, and bipartisan in its ap- 
proach to securing our nation’s transportation system and critical infrastructure. I 
also welcome all the witnesses, and thank them for testifying today. 

The purpose of this hearing is to receive an update on federal government initia- 
tives and improvements in rail and mass transit security in order to assess our na- 
tion’s preparedness as it relates to future terrorist threats and attacks to our rail 
and mass transit infrastructure. 

Each weekday, 11.3 million passengers in 35 metropolitan areas and 22 states use 
some form of rail transit. In addition to the commuter rail systems which provide 
regional service to America’s largest cities, Amtrak operates the nation’s primary 
intercity passenger rail service over a 22,000-mile network and 500 stations in 46 
states. In 2005, Amtrak served more than 25 million passengers. 

As important as these commuter modes are to delivering Americans to their jobs, 
similarly, freight rail is vitally important to our nation’s economy. Rail moves 40 
percent of the nation’s freight and contribute billions of dollars each year to the 
economy. While there are 562 common carrier freight railroads operating in the 
U.S., there are seven Class I railroads, which account for 68 percent of the freight, 
89 percent of the employees and 93 percent of the revenue. 

Throughout the world, mass transit systems have long been targets of terrorist 
attacks. Algerian extremists set off bombs on the subways of Paris in 1995 and 
1996; the Irish Republican Army waged a long-running terrorist campaign against 
the London Underground; Palestinian terrorists have carried out suicide bombings 
on Israel’s buses; Chechnyan terrorists killed 40 people by bombing the Moscow sub- 
way in 2004; and, in the first terrorist use of a chemical weapon, a Japanese cult — 
Aum Shinrykyo — released sarin gas on a Tokyo subway in 1995. 

Recent events make it clear that the threat continues. On the morning of March 
11th, 2004, ten explosions occurred at the height of the Madrid rush hour aboard 
four commuter trains. On July 7, 2005, during the morning peak travel hours, three 
separate explosions ripped through the London Underground and a fourth explosion 
occurred on a double-decker bus. These four explosions, the result of coordinated 
suicide-bombings by British-born Islamic extremists, claimed the lives of 56 people 
and seriously injured hundreds more. Two weeks later, on July 21, 2005, another 
group of terrorists unsuccessfully attempted to attack London’s mass transit system 
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again. On July 11th, 2006 a series of seven bomb blasts against the Suburban Rail- 
way in Mumbai (formerly known as Bombay), capital city of the Indian state of 
Maharashtra and India’s financial capital resulted in 207 lost lives and over 700 in- 
jured. 

The recent attacks serve as a harsh reminder of mass transit and rail security 
vulnerabilities. Both mass transit and rail systems are public and used by millions 
of people daily. Because of their size, openness, and highly-networked character, 
there are no obvious checkpoints, like those at airports, to inspect passengers and 
parcels. Passengers are strangers, promising attackers anonymity and easy escape. 

And attacks on mass transit — the circulatory systems of urban areas — can cause 
widespread fear, severely disrupt economic activity, kill or injure large numbers of 
people, and alter our way of life. An attack on our freight rail, either the material 
being transported (such as hazardous materials, or vital commodities), or merely the 
system itself, could severely impact our national economy. 

As a result, both mass transit and rail systems are attractive targets. Since Sep- 
tember 11, 2001, according to the Memorial Institute for the Prevention of Ter- 
rorism, mass transit systems have been the target of more than 145 terrorist at- 
tacks. 

Due to their existence in high-population, high-risk urban areas, mass transit sys- 
tems are also inevitably affected by any terrorist attack that may occur within that 
jurisdiction — regardless of whether the transit system was the target of the attack. 
For example, during September 11, 2001, two of New York City’s busiest transit sta- 
tions were lost and considerable damage occurred to the tunnel structures, endan- 
gering hundreds of lives underground. Great care was required to evacuate pas- 
sengers, locate and rescue trapped transit cars, and communicate instructions. The 
damage in New York City was so great that in the immediate aftermath of 9/11, 
Congress appropriated $1.8 billion to rebuild the subway infrastructure that was 
damaged in the attacks. I am hopeful that through hearings such as the one we are 
having today, we can prevent such attacks rather than face the tragic consequences 
of 9/11 again. 

Pursuant to the Aviation and Transportation Security Act of 2001 (ATSA), the 
Transportation Security Administration (TSA) is responsible for the security of all 
modes of transportation including rail and mass transit. TSA, however, has focused 
the majority of its resources and assets on aviation security in the past five years. 

Congress, recognizing TSA’s lack of progress in developing a security strategy for 
all modes of transportation, mandated the development of a National Strategy for 
Transportation Security in the Intelligence Reform and Terrorism Prevention Act of 
2004 (“9/11 Act”). This strategy, although due April 1, 2005, was not finalized by 
TSA until September 2005. Moreover, the document provided by the Department of 
Homeland Security (DHS) did not meet the requirements set out by Congress, espe- 
cially with regards to rail and mass transit security. Furthermore, subsequent con- 
gressionally mandated updates were also not met by TSA, resulting in the 9/11 Dis- 
course Project giving the TSA a C — for its efforts. 

On December 17, 2003, the President issued Homeland Security Presidential Di- 
rective (HSPD) — 7 on critical infrastructure protection, prioritization, and protec- 
tion. The Directive required the Department of Homeland Security to develop a Na- 
tional Infrastructure Protection Plan (NIPP) covering 17 critical infrastructures and 
key resources. This plan was supposed to be completed by December 2004. It was 
not completed until Summer 2006. Similarly, the Department was supposed to com- 
plete a Transportation Sector Specific Plan as part of the NIPP. This plan was also 
due in December 2004. It has not yet been completed. 

On December 5, 2006, the President issued Executive Order (EO) 13416 on 
strengthening surface transportation security, recognizing the security of the na- 
tion’s surface transportation systems is vital to economy and security of the nation. 
In the EO, the President stated that federal state and local and the private sector 
share responsibility for surface transportation security. The EO calls for implemen- 
tation of a comprehensive, coordinated and efficient security program. It also states 
that the Secretary of Homeland Security is the principal federal official responsible 
for infrastructure protection for surface transportation. 

The 9/11 Act, the HSPD-7, and the Executive Order all request that DHS come 
up with a comprehensive plan for surface security. Those requests still have not 
been answered — and it suggests strongly that TSA still does not recognize the im- 
portance of protecting the nation’s rail and mass transit systems. 

TSA’s failure to assume a leadership position on surface transportation security 
was recently highlighted in a Senate hearing on rail security. Ms. Cathleen Berrick, 
of the Government Accountability Office (GAO), testified on the subject before the 
Senate Committee on Science, Commerce, and Transportation on January 18, 2007. 
In her testimony, she found that TSA still has not completed a comprehensive risk 
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assessment of the U.S. passenger rail system. According to Ms. Berrick, this is the 
key component to prioritizing security investments. In addition, she indicated that 
there has been turmoil among those in the industry as to whether TSA’s actions 
to this point, namely issuing directives, security technology, training for rail work- 
ers, and new proposed rules regarding passenger and freight rail security, are based 
on industry best practices and to what extent TSA can monitor compliance. The 
GAO also found that the U.S. is not implementing many of the security options in 
use overseas, such as covert testing, random screening of passengers and their pack- 
ages, and centralized research and testing. According to GAO, these methods have 
not been properly vetted by TSA and should be considered. The general conclusion 
of the report is that much more leadership and guidance needs to be provided by 
the federal government to construct a comprehensive rail and transit security plan. 

I find it completely appalling that this Administration seems to be unwilling to 
act on rail and mass transit security until we are faced with another disaster. I 
shudder to think that if the Washington, D.C. or New York subway systems were 
attacked, and mass casualties resulted, that we would be thinking that more could 
have been done to prevent such a tragedy. We will be desperately trying to figure 
out how to prepare for a disaster that has already happened and holding hearing 
after hearing to find out where we dropped the ball. The time to prepare is now, 
and I am committed to securing our nation’s rail and mass transit system expedi- 
tiously. We have been blessed thus far that our rail and public transportation sys- 
tems have not been attacked. We should make our best efforts to ensure that we 
do not overlook this blessing. 

From the terrorist attacks that have occurred around the world, we know that ter- 
rorists will target our rail and public transportation systems. Despite this admoni- 
tion, the agency created and funded by Congress to address the issue of transpor- 
tation security has consistently dropped the ball when it comes to rail and public 
transportation. We cannot let the lessons of Madrid, London, and Mumbai go 
unheeded. For the sake of the millions of Americans who use our rail and mass 
transit systems everyday to go to work, school, and visit friends and family, we have 
to take charge on this security risk. 

What we are witnessing with the Transportation Security Administration is a lack 
of complete accountability. The Transportation Security Administration is not being 
held fully accountable for protecting our transportation systems and this must 
change. I acknowledge and appreciate the time that TSA Administrator Kip Hawley 
has taken to participate in this important hearing. However, we cannot tolerate the 
TSA’s past inaction on this issue to continue for a moment longer. 

While it is understandable that we would put focus on the safety of air travel, 
given the events of 9/11, what cannot be justified is the completely lopsided atten- 
tion by the Department to aviation security at the expense of rail and mass transit 
security. I am pleased that this Congress and Chairman Thompson have decided to 
do what this Administration has thus far proved unwilling to do. That is, to provide 
a comprehensive framework to secure this nation’s rail and public transportation 
systems. 

We owe it to the public to safeguard the modes of transportation that allow them 
to carry on with their lives and drive this economy. Millions of men and women ride 
our nation’s rail and public transportation systems everyday; we owe it to them to 
ensure that they can do so safely and securely. I hope that through today’s hearing 
and our continued efforts on the issue of rail and mass transit security, we can re- 
solve the asymmetric way in which we treat aviation versus rail security and re- 
solve the substantial threat posed by inadequately security on our rail and mass 
transit system. 

I eagerly look forward to all of your testimonies and discussion of these critical 
issues today. I yield back the remainder of my time. 

Ms. Jackson Lee. I would be happy now to recognize the rank- 
ing member of the subcommittee, the gentleman from California, 
for his opening statement. 

Mr. Lungren. I thank the gentlelady. I would like to congratu- 
late her in her position as the new chairwoman of our sub- 
committee. Thank you for moving so quickly on this important 
issue. 

I would also like to thank our government witnesses for their tes- 
timony today, and for the initiatives they have already taken to se- 
cure our passenger rail and mass transit systems. This is an issue 
which we visited over the last 2 years. The challenges you face are 
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obviously enormous. They are unique, as opposed to other modes 
of transportation and other modes of carrying cargo. 

Every day, our nation’s commuter, heavy and light rail transit 
systems carry over 11 million passengers. Amtrak, which has been 
one of the topics of conversation in Congress going back 25 years, 
now operates the nation’s primary intercity passenger rail service 
over this 22,000-mile network, carrying another 25 million pas- 
sengers annually. 

It is these millions of passengers traveling over extensive and 
open rail network, and I underscore that, an extensive and open 
rail network, which creates such a daunting security task and re- 
quires this update of federal rail and public transportation security 
efforts. 

The federal government has divided authority for rail and mass 
transit safety and security between the Departments of Homeland 
Security and Transportation. Our witnesses today from the Trans- 
portation Security Administration, the Federal Transit Administra- 
tion, and the Federal Rail Administration are the departmental or- 
ganizations responsible for identifying and mitigating the safety 
and security risks to our rail and transit systems. 

This division of federal authority creates a corresponding respon- 
sibility on Congress to encourage, coordinate and oversee that 
these agencies continue to secure our rail and mass transit sys- 
tems. Since 9/11, the Department of Homeland Security has taken 
many actions to manage risk and improve the security of our na- 
tion’s rail and transit systems. Along with TSA, it has provided 
over $18 billion in funding to state and local governments for pro- 
grams and equipment to help manage their security risks. 

For transit security specifically, TSA has already distributed over 
$585 million in grants, with an additional $175 million announced 
this year. I think we can applaud that, but we also know that more 
needs to be done. 

Our question is: When you don’t have an unlimited budget, how 
do you make sure that you prioritize and you organize yourself in 
such a way to be most effective? How do we follow through on the 
risk-based assessment analysis that this Congress has approved 
and that the secretary of DHS has spoken of so often? That is an 
analysis that we have constantly reminded ourselves of, and that 
needs to be followed in all that we do. 

Utilizing our intelligence resources, DHS, TSA has trained and 
deployed manpower and assets to high-risk areas, developed and 
tested new security technologies, and performed risk assessments 
on systems across the country. But I would join the chairperson of 
this subcommittee in saying that we have not done enough. I don’t 
merely say that about the administration. I say that ab^out us in 
the Congress. 

It is natural, when you have been attacked in the most serious 
attack on American soil since Pearl Harbor, that you would look at 
the nature of that attack, and you would look at that environment, 
and that you would therefore spend a good amount of your time, 
perhaps an inordinate amount of your time, looking at securing the 
aviation system from a safety standpoint, from a security stand- 
point. 
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Nonetheless, we know that the foe looks for vulnerabilities. If we 
strengthen one place, they will look for another place that we 
haven’t strengthened as much. As a result, we have to try and keep 
one step ahead of them. The public and private passenger rail oper- 
ators also share responsibility for securing their own systems. Most 
operators have already implemented customer awareness programs 
encouraging passengers to remain vigilant and report suspicious 
activities. They have also increased the number and visibility of se- 
curity personnel, upgraded security technology, tightened access 
controls, made rail system design improvements to enhance secu- 
rity, and increased the use of canine teams to detect explosives. 

But I think we all know more can be done. I have looked at some 
rail yards and found that they were easily accessible, without any 
gate or any fencing whatsoever. I know they have patrols. The 
question is: How often are those patrols there? How effective are 
those patrols? 

And frankly, in one community in which I once lived, Roseville, 
California, which has the largest rail yard once you are past the 
Sierras, just by the number of people — well, we used to call them 
hobos, we use other names now, but people who ride those rails, 
they get access to those places. I just wonder whether we have 
done enough, and that is one thing I think we have to look at. We 
have a more serious issue now than just people riding the rails for 
free. If some of those people are terrorists bent on doing destruc- 
tion, that is a completely different problem that we now face. 

Because our rail and mass transit systems are open, are easily 
accessible, and handle millions of customers daily, they are vulner- 
able to terrorist attacks. Trained rail employees must be our first 
line of defense. Since 9/11, thousands of employees have undergone 
security training, including police officers, emergency responders, 
security personnel, management and frontline employees. This 
training is absolutely essential, since our rail transit employees 
will be the first people impacted by a terrorist event. 

They will play a key role in managing the terror aftermath, evac- 
uating civilians, and providing first-aid relief These frontline rail 
and transit employees also play an important role in preventing 
such attacks. They are familiar with their surroundings, their work 
environment, and can report suspicious activity and packages to se- 
curity personnel. 

So as I say, while progress has been made addressing our rail 
and mass transit security challenges, much, much remains to be 
done. I look forward to the testimony of our witnesses this morn- 
ing, and their suggestions for improving the security of these vital 
transportation systems. 

I thank the chairperson for her time. 

Ms. Jackson Lee. I thank the distinguished gentleman from 
California. 

I am delighted as I yield to the distinguished chairman of the full 
committee to accept your comment that Congress has not done 
enough, and because of the chairman of the full committee, we look 
forward to accepting that challenge and doing what is necessary to 
secure the nation’s rails. 
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With that, I yield to the gentleman from Mississippi, Mr. Thomp- 
son, for his opening statement, the chairman of the full committee, 
5 minutes. 

Mr. Thompson. Thank you very much. Madam Chairman. I look 
forward to working with you on this subcommittee as we work to 
improve a number of transportation security issues here in Amer- 
ica. 

I welcome the witnesses today. You have an awesome responsi- 
bility heaped upon you, and we want to work as cooperatively with 
you as possible in this respect. It is absolutely important that we 
do more. 

Both speakers before me have talked from a historical perspec- 
tive about our rail systems and how important they are. We also 
know how many people travel the rails every day. But some of us 
who have an opportunity to go personally on the systems see how 
different the security is for the rail system than it is for airline sys- 
tems. Airlines are light-years ahead of rail. 

It could possibly be because we have not put enough money into 
ramping up rail security. I am told that we spend about $9 per pas- 
senger in airline security, and about 2 cents per passenger in rail 
security. Well, at that rate, we will never catch up, the rail sys- 
tems. But I am also told that some simple things like training the 
people who work for the rail industry on more security issues 
would be something better than just giving them a 30-or 45-minute 
video and telling them to go out and find bad things. We have to 
come up with a comprehensive training program for rail workers, 
who said to me that they want to be trained to help. They are there 
every day. 

So I look forward to the testimony, but I am also disappointed 
with the budget numbers I see for rail security. I want our wit- 
nesses to, either in their testimony or as we deal with the ques- 
tions, see whether or not the money is adequate. Could you do 
more with more money? If you had more money, what could you 
do with it to secure our rail systems? It is absolutely important. 

Bad people look for vulnerabilities. If we know the vulnerability 
is around, we need to look at it. We will be marking up, as you 
know, later this month and into next month a rail security bill. Our 
ranking member of the full committee has talked about some 
vulnerabilities in his area. I look forward to working with him on 
those 10 stations, and some of the others. We have some other tun- 
nels along the way that we have to fortify. We are not going to try 
to recommend how to do it. We are going to provide resources to 
come with the best possible technology. 

So, Madam Chairman, I look forward to the testimony of the wit- 
nesses, and I look forward to moving the ultimate legislation for- 
ward so that we can assure those individuals who ride the trains 
of this country, the subways of this country, that they are safe. But 
likewise, we want to talk a little bit about individuals who have 
hazardous cargo moving through their communities, how we can 
secure those items to make sure that they are also protected. 

I yield back the balance of my time. 

Ms. Jackson Lee. Thank you very much, Mr. Chairman. 
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It is my pleasure now to recognize the ranking member of the 
full committee, the distinguished gentleman from New York, Mr. 
King, for an opening statement. 

Mr. King. Thank you, Ms. Jackson Lee. 

Let me join with Mr. Lungren and Mr. Thompson in commending 
you on your session as chairwoman. I know you will do an out- 
standing job. I have had the privilege of working with you on a 
number of committees over the years, and I know the energy and 
drive you bring to these issues. I certainly look forward to it. 

I also want to thank Congressman Lungren for the job that he 
did during the 2 years that he was chairman of this subcommittee, 
especially on this issue of rail security. I want to thank Chairman 
Thompson for the effort that he is going to put into this issue, and 
also for reaching out to me and agreeing to work on areas of, actu- 
ally, parochial interest to me, but also I think which have a na- 
tional impact. I am sure I can count on Ms. Clarke’s assistance on 
those issues. 

We come from an area where we have literally hundreds of sub- 
way stations, thousands of entrance ways and exits, and also mil- 
lions of passengers. That does not include the hundreds and hun- 
dreds of thousands of passengers coming from the suburbs every 
day. As Chairman Thompson said, there is Penn Station. But 
again, this is a national issue. There is the issue of train yards. 
There is the issue of hazardous cargo. 

I want to thank the witnesses for being here today. I look for- 
ward to their testimony. I want to acknowledge Mr. Hawley for 
work that he has done, because I think a significant amount has 
been done as far as rail transit is concerned. I think as a practical 
matter, if we are talking about risk-based funding and risk-based 
initiatives, I don’t know if we will ever reach the stage where you 
could have the same level of security on rail as we have on air- 
ports, just by their nature. In many ways, it is like comparing ap- 
ples and oranges. 

Having said that, we have to do more to increase the security, 
but I think we have to realize they are different categories. There 
are things that can be protected, and others where we can mini- 
mize the level of danger, and have layers of protection. 

So I look forward to the testimony today. I look forward espe- 
cially to working with Chairman Thompson as he goes forward 
with his legislation. I think we can find many areas of common 
ground. If there are going to be differences, they will be honest dif- 
ferences. Certainly, I will try to find a way to mitigate those dif- 
ferences. But I think on balance, we are definitely going in the 
right direction. It is a continuation of what Congressman Lungren 
had done last year. Chairman Thompson and Chairwoman Jackson 
Lee are bringing extra effort and incentive to it this year, and cer- 
tainly Mr. Lungren and I look forward to working with you as we 
go forward. 

With that, I yield back the balance of my time. 

Ms. Jackson Lee. Mr. King, we welcome your collaborative ef- 
fort. We thank you for your service as well. I think the ultimate, 
if you will, mission is to get something done. 

Let me make mention of the fact that other members of the sub- 
committee are reminded that under the rules, opening statements 
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may be submitted for the record. I do want to acknowledge the 
presence of Mr. DeFazio of Oregon and Ms. Clarke of New York, 
Mr. Bilirakis of Florida, and I know that Ms. Blackburn of Ten- 
nessee has joined us for this hearing. We thank them so very much 
for their presence. 

I would like to welcome, again, the first panel of witnesses. As 
indicated, our interest in this hearing is to secure facts, and as we 
do that, to explore and develop the right kind of legislation to solve 
some of the crises we face in rail security. 

Our first witness, the Honorable Kip Hawley, is the assistant 
secretary of the Transportation Security Administration. Mr. 
Hawley has testified before Congress on numerous occasions re- 
garding matters of transportation security, and brings more than 
20 years of transportation and technology experience to TSA. 

Welcome, Administrator Hawley. 

Second is Mr. Terry J. Rosapep. Mr. Rosapep is a deputy asso- 
ciate administrator at the Federal Transit Administration for the 
Office of Program Management. He has been with FTA for 5 years 
and has over 25 years of transportation experience at the munic- 
ipal and regional levels. 

Welcome, too. Deputy Associate Administrator Rosapep. 

Third is Michael Haley, the deputy chief counsel in the Office of 
Chief Counsel of the Federal Railroad Administration. Mr. Haley 
has been in the chief counsel’s office since 1971 and manages a 
staff of 38 attorneys and support staff, providing legal counsel and 
support to all FRA officials and programs. 

We welcome you as well, Mr. Haley. 

Without objection, the witnesses’ full statements will be inserted 
in the record. I now ask each witness to summarize his or her 
statement for 5 minutes, beginning with Mr. Hawley, the adminis- 
trator of TSA. 

Mr. Hawley, welcome again. 

STATEMENT OF HON. KIP HAWLEY, ASSISTANT SECRETARY, 

TRANSPORTATION SECURITY ADMINISTRATION, U.S. 

DEPARTMENT OF HOMELAND SECURITY 

Mr. Hawley. Thank you very much. And good morning. Chair- 
woman Jackson Lee, Ranking Member Lungren and full committee 
Chairman Mr. Thompson and full committee Ranking Member Mr. 
King and members of the committee. 

I am pleased to appear before you today to talk about TSA’s ef- 
forts in reducing terrorist risks to surface transportation. It is also 
a pleasure to join my colleagues and partners from the FTA and 
Federal Rail Administration here, as well as my colleague. Deputy 
Administrator Robert Jamison, who was formerly deputy adminis- 
trator at FTA and acting federal rail administrator. 

We look forward to working with this committee on these impor- 
tant issues. I appreciate the thoughtful statements made this 
morning. 

We look at terrorist risk to surface transportation in the same 
way we do for aviation. Both are highly visible target areas that 
have previously been attacked and they remain a great concern. At 
the top level of our security measures, we do not attempt to seg- 
regate our efforts by target type, like rail or air. But rather, we en- 
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gage with our partners in intelligence and law enforcement to dis- 
rupt plots at the earliest possible point. 

We know that attack planning can start out directed one way 
and then change as it moves along. The most effective way to stop 
attacks is at the front end, to find the people at the planning stage 
and stop them there. 

I appreciate the committee addressing these issues so we can get 
them out on the table and assure the traveling public that, indeed, 
security for our surface modes of transportation is a very high pri- 
ority of the government and effective measures are in fact in place. 

We are constantly striving to raise the baseline for security. 
Members of this committee have expressed to me their desire to do 
more and do it faster. I look forward to working with the committee 
and our other partners to take up that challenge and achieve more 
effective security, while preserving the free mobility of the public. 

Very quickly, I would like to summarize our security strategy for 
surface transportation. I mentioned the most important layer is to 
connect with our network partners and stop plots at the beginning. 
We work daily with our colleagues in the intelligence community 
and throughout law enforcement on this, and then connect with 
transit and rail operating systems with information and suggested 
actions. 

TSA has the general manager for rail, Gil Kovar, who has 30 
years of senior-level operating experience and can convert threat 
information into usable, effective actions at the ground level. TSA 
has the general manager for transit, Paul Lennon, who also has 30 
years in the business, starting as a bus driver with the MBTA in 
Boston, and most recently as head of security at L.A. Transit. 

The second layer is to look at the surface transportation system 
to see if there are any risks of national significance. Secretary 
Chertoff has a risk-based strategy for DHS and we follow that at 
TSA and here in surface transportation. We have completed risk 
assessments of service transportation and identified our top prior- 
ities based on threat vulnerability and consequence. They are. A, 
high-density passenger transit systems in urban areas with under- 
water or underground tunnels; and B, highly toxic chemicals in rail 
cars that are standing unattended in high-risk urban areas. 

Our mitigation measures include federal grant priority for the 
passenger transit systems and an innovative and immediate risk 
reduction approach to freight rail. Working with state and local au- 
thorities, we look at individual transit systems. One of our funda- 
mental principles is to take advantage of all the work that was 
done before 9/11, even if it wasn’t originally done for security. This 
panel represents the point. 

TSA is not reinventing the wheel. DOT has been working trans- 
portation safety issues for a long time. Many of those measures 
form a very solid security foundation. Our job is to link with the 
safety activities and add value on top of that where there are par- 
ticular security-specific needs. We do that with intelligence shar- 
ing, vulnerability analysis, technology sharing, and our VIPR 
teams where TSA brings together federal air marshals, canine 
teams, and TSOs at the invitation of local law enforcement to pro- 
vide a visible and unpredictable security presence to a variety of 
surface transportation environments. 


VerDate Nov 24 2008 


08:01 Jun 03, 2009 Jkt 000000 PO 00000 Frm 00016 Fmt 6633 Sfmt6601 H:\DOCS\110-HRGS\110-1\35280.TXT MSEC PsN: DIANE 



13 


Then the federal government makes funds available to state and 
local authorities for their use in providing what works best for 
them locally in the security arena. Unlike aviation, where the fed- 
eral government pays for all the TSA people and federal air mar- 
shals at airports around the country, most of the people in the rail 
and transit environment are paid for locally. The federal support 
comes in the form of information sharing, surge capacity, technical 
assistance, and does include direct and flexible financial support. 

Since 2003, and including the president’s budget for fiscal year 
2008, DHS will make available almost $20 billion in funds that can 
be used to meet priority local security needs. At the same time, 
DHS will make available nearly $750 million specifically targeted 
at mass transit security. 

That rounds out the basic elements of the transportation security 
strategy for surface. I would be happy to answer any questions 
when the time comes. 

[The statement of Mr. Hawley follows:] 

Prepared Statement of the Honorable Kip Hawley 

Good morning Chairwoman Jackson Lee, Ranking Member Lungren, and Mem- 
bers of the Subcommittee. I am pleased to appear before you today to talk about 
our efforts in the field of rail and surface transportation security at the Transpor- 
tation Security Administration (TSA). I would like to highlight some of the impor- 
tant steps that TSA and the Department of Homeland Security (DHS) are taking 
in partnership with the Department of Transportation (DOT) and our transportation 
network partners. Many of these important security steps are built upon and for- 
tified by a solid safety foundation that has been developed over the years by our 
transportation partners and DOT. 

Raising the Security Baseline of an Interconnected Network 

As we continue to strive to improve the security of these vital transportation sys- 
tems, we must not forget the principles that make them viable and efficient. Many 
of these systems were designed with mobility and ease of access as an enabling fun- 
damental underlying their operational success. Our security efforts must work with- 
in the framework of these systems and not hamper them. That inherent openness 
and mobility also presents us with our greatest security challenge. 

Intelligence 

Non-linear risk drives everything we do. Instead of focusing on predicting the next 
attack, TSA takes a flexible approach and uses a risk-based methodology to address 
risk. 

TSA pursues a layered approach to security in transportation, including passenger 
transit, highway, pipeline, and rail security. This approach starts by leveraging the 
work of other United States Government entities that takes place way beyond the 
doors of TSA and even beyond the soil of the United States through effective gath- 
ering, analysis, and dissemination of intelligence. As detailed below, we do this by 
working collaboratively with the transportation and shipper industries, as well as 
with State and local officials. 

The recent disruption of the terror plot in the United Kingdom and of the devel- 
oping plot targeting underwater tunnels connecting New York and New Jersey illus- 
trate the necessity of this approach. The best defense is one that prevents the ter- 
rorists from ever entering the United States. TSA complements other efforts by cre- 
ating visible, unpredictable deterrence environments to disrupt terrorists’ planning 
capabilities and operational launching of their missions. For example, our aviation 
system security measures provide a significant barrier to entry for potential terror- 
ists coming to our country. Our government’s investments and improvements in ter- 
rorism watch lists, border security and intelligence networks significantly enhance 
surface transportation security. 

Network Approach and Strategy 

To effectively address transportation security, we employ a network approach. The 
overall transportation system is a network. It has intersections and junctions; and 
while each transportation mode has its own security challenges, there are common 
vulnerabilities and mitigation strategies. In an effort to use our security resources 
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efficiently, we work closely with transportation networks to leverage our security 
impact and determine risk-based priorities. 

As we effectively leverage our resources and set security priorities, TSA imple- 
ments a comprehensive strategy that applies a common methodology across all 
transportation networks, regardless of mode. That strategy is simple and straight- 
forward. It consists of five elements: 

• Assess industry threat, vulnerability, and consequence; 

• Develop baseline security standards; 

• Assess actual security status against baseline security standards; 

• Develop plans to close gaps between actual status and baseline secu- 
rity standards; and 

• Develop enhanced systems of security. 

Next, let me discuss how this strategy works in practice for the freight rail, pas- 
senger rail and rail transit, highway (trucking) and pipeline industries. 

Industry Threat Vulnerability and Consequence Assessments (TVC) 

The purpose of threat, vulnerability and consequence assessments is to focus ef- 
forts on and highlight risk areas. Since September 2001, many Federal agencies and 
industry partners have been involved in significant efforts to identify the highest 
risk areas for our security focus. Those efforts have centered on analyzing threats, 
assessing vulnerabilities and calculating consequences of potential terrorist attacks. 
Based upon this large body of work and our ongoing analysis, TSA determines the 
areas of highest risk for each mode of transportation so that we can properly focus 
on risk mitigation efforts. 

Freight Rail-TVC. Over the past several years, TSA has completed a number 
of freight rail corridor assessments in high threat urban areas. The point of the 
corridor assessments is to focus on high risk areas and determine the 
vulnerabilities. We have completed regionally based assessments in New Orle- 
ans, LA; Washington, DC; Houston, TX; Buffalo, NY; Cleveland, OH; and sev- 
eral cities in New Jersey including Newark, Elizabeth and Perth Amboy. We 
are currently assessing Los Angeles, CA and plan to visit additional urban 
areas in 2007. The results of the initial six assessments demonstrated recogniz- 
able trends and risks. We identified railcars with toxic inhalation hazard mate- 
rials (TIH) sitting unattended to be a high risk potential as a terrorist target. 
While these shipments represent less than one percent of all rail shipments, if 
attacked they could create an airborne hazard and potentially endanger the 
lives of people living and working in those communities. 

Passenger Transit-TVC. (Amtrak falls within our passenger transit division.) In 
assessing security in this area TSA is building upon a base of knowledge de- 
rived from 37 assessments of readiness to prevent, detect, deter, and respond 
to terrorist incidents, conducted by the Federal Transit Administration (FTA) 
and the Federal Railroad Administration (FRA). TSA has a 100 person Surface 
Transportation Security Inspection (STSI) force that is updating these earlier 
assessments and conducting additional freight rail and passenger transit readi- 
ness assessments. TSA has utilized its inspection force to conduct assessments 
over the past year and a half and will continue to conduct these assessments 
in partnership with the rail industry and DOT. 

The extensive field work conducted by TSA and FTA/FRA in conjunction 
with the industry has been utilized to set our priorities and identify industry 
baseline standards. TSA and FTA/FRA assessments, in addition to in-house risk 
analysis, focus on passenger transit operating procedures and high risk/high 
consequence assets. 

Highway (Trucking) — TVC. TSA has been assessing the security risks of motor 
carriers through the Corporate Security Review (CSR) program, another form 
of assessment of industry readiness and vulnerabilities. Based up on our anal- 
ysis we are focused on TIH and other hazardous chemicals of concern, which 
include explosives, flammables and other poisonous materials. 

Pipeline-TVC. Through the CSR program for pipelines, TSA has identified a 
number of pipeline systems that pose the highest security risk. TSA will also 
conduct a pipeline infrastructure study to identify the highest risk pipeline as- 
sets. 

Baseline Standards 

The purpose of baseline standards is to create measurable risk reduction targets. 

Freight Rail Baseline Standards. Because the potential risk posed by unat- 
tended TIH rail cars in high threat urban areas was identified as the highest 
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risk area in rail, TSA developed a risk reduction goal of reducing the objec- 
tively-measured risk of TIH cars in high threat urban areas hy 25 percent per 
year, starting in 2007. That risk factor takes into account car hours, the popu- 
lation of urban areas and the proximity to residential and commercial struc- 
tures. 

TSA has also identified 27 other focus areas as security action items for the 
rail industry to begin to address. The actions items were released to the indus- 
try in June and November 2006. The action items focus on security awareness 
training, security focused inspections, suspicious activity reporting, control of 
sensitive information and employee identification. TSA is assessing conformity 
with the security action items to evaluate how implementation of the action 
items reduces objectively measured risk. 

Passenger Transit Baseline Standards. Based upon extensive assessments, in- 
house risk analysis performed at TSA and dialogue with the industry, TSA has 
developed baseline standards for the industry derived from six fundamental 
principles. Those principles are: 

• Protect high risk/high consequence underground/underwater assets and 

systems; 

• Protect other high risk/high consequence assets and systems identi- 
fied in vulnerability assessments; 

• Use visible, unpredictable deterrence; 

• Plan and conduct awareness and response training for key personnel; 

• Plan and conduct emergency drills and exercises; and 

• Plan and conduct public awareness and preparedness campaigns. 

Highway (Trucking) Baseline Standards. TSA has been working closely with a 
number of chemical shippers to develop a series of baseline security standards 
for both TIH and other hazardous chemicals of concern. Those standards will 
address specific areas such as vehicle tracking, vehicle attendance, vehicle 
alarm systems, truck cab access controls, locking fifth wheel on tank trailers 
and security route and stop areas. 

Pipeline Baseline Standards. TSA has been conducting corporate security re- 
views targeting the top 100 pipeline operators. From the results of these re- 
views, TSA has developed a series of security standards based upon the best 
operating practices of those companies. The pipeline standards address areas in- 
cluding security plans, employee security training, access controls and physical 
access security, and employee background investigation. 

Assess Security Status. The purpose of assessing security status is to determine 
how individual operations compare to the baseline standards. The assessment proce- 
dures vary depending upon transportation mode. Assessments in rail and passenger 
transit are conducted by TSA’s field inspector force, while highway and pipeline as- 
sessments are conducted by TSA’s subject matter experts in each network manage- 
ment division. The assessments are structured to target key areas of concern and 
to capture essential data to evaluate current practice versus baseline standards. 

Freight Rail Status. In order to evaluate the security baseline in freight rail, 
TSA in cooperation with the rail industry is developing a comprehensive data- 
base driven system to identify the specific locations where TIH risk is the high- 
est. TSA inspectors will verify attended/unattended status and proximity to 
high risk structures. In addition to identifying high risk locations, the database 
will give TSA the ability to identify TIH cars in near real time. This capability 
will allow us to more effectively respond to emerging threat situations. 

Further, TSA inspectors have conducted field interviews with key rail man- 
agement and personnel. Over 2,600 interviews have been completed, focused on 
employee security awareness, security procedures and systems to locate and 
protect TIH cars. 

Passenger Transit Status. The TSA inspector force has been conducting assess- 
ments of passenger rail transit systems (both commuter rail and other transit 
systems, including Amtrak). In addition to the TSA assessments, self-assess- 
ments of 41 of the largest transit agencies have been completed. We expect the 
remainder to be completed shortly. TSA inspectors are verifying and confirming 
the assessment results. While the data gathered to date is preliminary, it does 
indicate varying security status among systems. Once data is confirmed by in- 
spectors, we will have a much clearer understanding of how passenger transit 
systems compare to the six fundamental security principles and guide our plan 
to help us close those gaps. 
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Highway (Trucking) Status. TSA conducts highway corporate security reviews 
and assessments. Those assessments are targeted at companies hauling TIH 
and other hazardous chemicals of concern. TSA will compare actual practice to 
baseline standards. 

Pipeline Status. TSA will use its ongoing corporate security review process to 
determine the implementation of baseline standards. TSA will continue to work 
with individual companies to improve their security status. 

Closing Gaps. Once assessments have identified the gaps in actual practice com- 
pared to baselines standards, TSA develops action plans to close the gaps and takes 
steps where necessary to close the gaps in all modes. We have a variety of capabili- 
ties at our disposal including industry agreements, voluntary measures, security di- 
rectives, and regulatory action. 

Freight Rail-Close Gaps. In order to reduce the gaps between actual practice 
and baseline standards, TSA pursued a two-pronged approach. We issued a No- 
tice of Proposed Rulemaking (NPRM) on December 21, 2006, which includes 
several provisions to strengthen the security of the Nation’s freight rail systems 
in the highest threat urban areas. The proposed rule establishes incident re- 
porting procedures, codifies TSA’s inspection authority, requires rail company 
security coordinators, and most importantly creates a positive chain of custody 
from beginning to end which requires secure handoffs when cars change hands. 

While the proposed rule provides a number of important security initia- 
tives, TSA believed that additional, speedier steps could be taken. As a result, 
we reached an agreement with the rail industry to reduce unattended TIH 
standstill car time in high threat urban areas beginning in early 2007. A com- 
prehensive database will be used to identify highest priority risk reduction op- 
portunities and working in conjunction with TSA, the rail carriers will develop 
site-specific action plans to reduce or remove the TIH risks. In addition to re- 
ducing the TIH risks, TSA will work with rail carriers to improve the security 
performance in the security training and security procedures baseline. TSA is 
also developing an improvised explosive device (lED) training course for rail em- 
ployees to he available in the second quarter of 2007. 

Passenger Transit-Close Gaps. The strategies to close security gaps start with 
high risk/high consequence assets. 

As we know, an attack on underground, underwater, and other critical in- 
frastructure can dramatically increase the consequences of an attack by magni- 
fying the actual impact, complicating the response efforts and substantially pro- 
longing the recovery time. 

We must be focused on minimizing high consequence risks. TSA, in part- 
nership DHS’s Office of Grants and Training (G&T), intends to leverage the 
Transit Security Grant Program funds to focus on reducing risk and increasing 
security capabilities in State and local transit systems with the most risk. We 
are engaged in research to expand our understanding of the vulnerabilities and 
the consequences of terrorist attacks on our critical infrastructure. We are 
partnering with the National Laboratories to complete assessments of a 
prioritized list of transit tunnels and are pursuing mitigation solutions with our 
industry partners now. 

While transit agencies cannot harden every entry point, nor screen every 
passenger coming into busy stations, they can deploy visible, unpredictable mo- 
bile teams that disrupt terrorists’ planning capabilities and provide high levels 
of security. We are accomplishing this by expanding our canine program and 
leveraging our security network to create surge capacity with Visible Inter- 
modal Protection Response (VIPR) Teams. 

VIPR Teams, consisting of Surface Transportation Security Inspectors 
(STSIs), canine teams. Federal Air Marshals (FAMs), and advanced screening 
technology, provide TSA the ability to leverage a variety of resources quickly 
and effectively. These deployments are designed to raise the level of security in 
any mode of transportation across the country in heightened security environ- 
ments. The teams work with local security and law enforcement officials to sup- 
plement existing security resources, provide deterrent presence and detection 
capabilities, and introduce an element of unpredictability to disrupt potential 
terrorist planning activities. More than 25 VIPR exercises have been conducted 
at key commuter and regional passenger rail facilities, and more are planned 
throughout 2007. 

Explosives detection canine teams are being trained, certified, and deployed 
by TSA to passenger transit systems. Since late 2005, TSA’s National Explosive 
Detection Canine Team Program has worked in partnership with passenger 
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transit systems to train, certify, and deploy 53 explosives detection canine 
teams to 13 major systems in a risk-based application of resources. Forty of 
these teams are currently in place and the other 13 are projected for training, 
certification, and deployment in the coming months. 

I want to emphasize that our STSI workforce and the canine teams we fund 
for passenger transit are just the point of the spear. There are literally thou- 
sands of transit and rail law enforcement and security officers on duty night 
and day to provide security where they are needed for these segments of the 
transportation network. Furthermore, each rail and passenger transit system 
makes a deliberate and strategic decision when they develop their annual budg- 
ets as to where they should apply their revenues to close security 
vulnerabilities. This approach creates a more effective network of local security 
rather than deploying a far greater Federal workforce to perform these same 
functions. 

Since the security of these systems is a shared responsibility among Fed- 
eral, State, and local partners, the Administration has provided significant re- 
sources to bolster these security efforts since 9/11. Funds from DHS grants pro- 
grams may be used for planning, training, exercises, equipment, and other secu- 
rity enhancements. DHS has provided roughly $18 billion in awards to State 
and local governments for programs and equipment that help to manage risk. 

In addition to visible unpredictable deterrence, TSA believes that training 
for key personnel is essential to rail as its baseline of security. There are nu- 
merous passenger transit training courses available today. TSA is working with 
FTA to identify the specific type of training required for employees (i.e., train 
operators, station managers, and control system personnel, among others) in 
order to provide guidance to systems. 

TSA is using the Transit Security Grants Program (TSGP) program to drive 
improvement in the six security fundamental areas mentioned earlier, including 
training for key personnel, drills and exercises and public awareness and pre- 
paredness. 

The $175 million TSGP is the centerpiece of DHS’s interagency strategy to 
close gaps between operator security status and baseline standards. For pur- 
poses of the TSGP, “transit” includes Amtrak, which is eligible for $8.3 million, 
and commuter ferry systems, which are eligible for $7.8 million. The TSGP 
guidance emphasized the six fundamental principles previously mentioned, as 
well as efforts in support of the national preparedness architecture. We expect 
to direct transit grant awards based on our system assessments, security fun- 
damentals, and support of national preparedness. DHS leverages the grants 
program to close the gaps at high risk properties. 

Highway (Bus and Trucking)-Close Gaps. TSA is working on a number of 
strategies to close gaps in performance versus actual standards. We are cur- 
rently considering a number of voluntary incentive programs and regulatory op- 
tions. TSA, in partnership with G&T, is using the Intercity Bus Security Grants 
Program which was funded at $12 million in FY 2007 to close gaps in the over- 
the road bus industry and the Trucking Security Program also funded at $12 
million in FY 2007 to address security issues in the trucking industry. 

Pipeline-Close Gaps. TSA has had an extensive working relationship with 
the pipeline industry. TSA has prepared an employee security awareness train- 
ing program for all pipeline employees, worked with operators to prepare or im- 
prove security plans, conducted site specific visits to evaluate security practices, 
and developed risk mitigation strategies for high risk assets. This cooperative 
relationship has resulted in improved conformity to baseline standards. 

Enhanced Systems of Security 

The final part of our strategy is to enhance the systems of security. As we take 
actions to close gaps, we also need to improve security technology and explore the 
way these technologies may apply to multiple modes of transportation. 

DHS is developing a number of screening techniques and technologies which may 
be implemented or deployed quickly to systems facing a specific threat, or in support 
of major events such as National Special Security Events (NSSEs). Pilot programs 
to test these technologies are already underway in several major American cities. 

Through the DHS Science and Technology (S&T) Directorate’s Rail Security Pilot 
(RSP), DHS has field tested the effectiveness of explosives detection techniques and 
imaging technologies in partnership with the Port Authority of New York and New 
Jersey. 

The Systems Support Division (SSD) of G&T has conducted operational tests to 
evaluate manufacturer claims on ballistic-resistant trash receptacles and published 
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a report of its findings to help ensure mass transit systems, among others, have the 
facts needed to guide critical procurement decisions. Similarly, SSD has published 
a closed circuit television (CCTV) technology handbook to provide a reference point 
on current CCTV technologies, capabilities and limitations. 

Finally, we maintain mobile security equipment, which can fit into two standard 
size shipping containers, for rapid deployment for use in screening and detection at 
any major system in the country should the need arise. 

In addition to technologies that may apply primarily to passenger modes, TSA is 
working closely with a number of parties to develop advanced railcar tracking sys- 
tems with geofenced event-notification capabilities. TSA is also cooperating in efforts 
to develop next generation hazardous materials rail cars designed to better with- 
stand terrorist attacks and operating accidents. 

TSA is working with selected hazardous material carriers to test truck tracking 
and control technologies. We are also in the early stages of security technology ap- 
plications to the pipeline industry. Two specific areas TSA is involved in are blast 
mitigation and unmanned aerial surveillance vehicles. 

Presidential Action and TSA’s Objectively Measured Risk Reduction Process 

On December 5, 2006, the President issued Executive Order 13416, which builds 
upon the improvements made in surface transportation security since September 11, 
2001, specifically actions taken under Homeland Security Presidential Directive 7, 
“Critical Infrastructure Identification, Prioritization, and Protection” (HSPD-7). Ex- 
ecutive Order 13416 requires the strengthening of our Nation’s surface transpor- 
tation systems by the facilitation and implementation of a comprehensive, coordi- 
nated, and efficient security program. As the Federal official with principal responsi- 
bility for protecting surface transportation infrastructure. Secretary Chertoff has the 
lead in implementing this policy in coordination with the Secretary of DOT and the 
heads of other relevant agencies. The order sets deadlines for key security activities 
including security assessments of each surface transportation mode and an evalua- 
tion of the effectiveness and efficiency of current Federal Government surface trans- 
portation security initiatives. We continue to build upon current security initiatives 
to develop a comprehensive transportation systems sector specific plan, as defined 
in the National Infrastructure Protection Plan (NIPP). The five-part strategy cited 
earlier in my testimony is meeting the requirements of the Executive Order. 

Annexes to DHS-DOT Memorandum of Understanding 

Three annexes to a September, 2004 memorandum of understanding between 
DHS and DOT have been completed and signed, evidencing the close and continuous 
cooperation between TSA and DOT to leverage resources. 

The first, between TSA and FRA, memorializes how we will coordinate our pro- 
grams and initiatives at an agency level to better secure passenger and freight rail- 
road transportation, and improve stakeholder relationships, and to include assisting 
railroads in prioritizing assets and addressing current and emerging threats and 
vulnerabilities. While TSA is responsible for rail security and FRA is responsible for 
rail safety, the annex provides detailed operational guidance to enable the two agen- 
cies to avoid duplication and meiximize efficiency and cooperation in their planning, 
inspection, training and enforcement activities. 

The second annex is between the Pipeline and Hazardous Materials Safety Ad- 
ministration (PHMSA) and TSA. This annex delineates our respective roles and re- 
sponsibilities regarding pipelines and hazardous materials transportation security. 
It discusses sharing data and compliance information between the agencies, coordi- 
nating research and regulatory activities, providing joint public information and 
emergency response materials, collaboration in inspection and enforcement activi- 
ties, and sharing technical support and budgets. 

The third annex is between the Federal Transit Administration (FTA) and TSA. 
It similarly provides for close and continuous cooperation between the two respec- 
tive agencies in matters relating to security of the Nation’s transit systems. 

Together, these annexes allow much more efficient use of the government’s time 
and money, while maximizing the value of what these agencies can achieve for in- 
dustry and the traveling public. 

Summary 

TSA has a clear strategy to address surface transportation security. That strategy 
focuses first on identifying areas of high risk and then establishing baseline security 
standards to address those risks. Once baseline standards are established, we assess 
the actual status of security in the transportation industries, and in close coordina- 
tion with stakeholders, devise strategies for bringing actual practices up to the 
standards we have established. Finally, we are developing advanced systems of se- 
curity through a coordinated research and development program, to further enhance 
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security beyond the baseline standards. In furtherance of this strategy, I have estab- 
lished an Office of Transportation Sector Network Management specifically to ad- 
dress the cross-cutting issues that affect all aspects of the transportation sector as 
a unified whole. They are implementing this strategy through cooperation with 
stakeholders where appropriate, regulation and inspection where necessary, and 
through the distribution of grants to assist the industry to implement these objec- 
tives we have set forth. 

I understand that rail/surface transportation security legislation is a priority for 
the Committee. The Department and TSA look forward to working cooperatively 
with the Committee as we have in the past. We appreciate your leadership in this 
area and the support that you have given to TSA. 

Thank you for this opportunity to inform you of our efforts in freight rail, com- 
muter rail and other transit, trucking and pipeline security. I would be happy to 
answer any questions that you might have. 

Ms. Jackson Lee. Thank you very much, Mr. Hawley, for your 
testimony. 

Mr. Rosapep? 

STATEMENT OF TERRY ROSAPEP, DEPUTY ASSISTANT 

ADMINISTRATOR, PROGRAM MANAGEMENT, FEDERAL 

TRANSIT ADMINISTRATION 

Mr. Rosapep. Thank you. Chairwoman Jackson Lee, Ranking 
Member Lungren, and members of the subcommittee. On behalf of 
the secretary of transportation and the administrator of the Fed- 
eral Transit Administration, I am pleased to have this opportunity 
to update you on FTA’s public transportation security program. 

America’s transit systems are complex, dynamic and inter- 
connected. Comprised of over 6,000 individual transit operators, 
these systems by nature are open and accessible, and therefore dif- 
ficult to secure. Each workday, public transportation moves ap- 
proximately 14 million passengers in the United States. 

After 9/11, FTA developed an aggressive transit security initia- 
tives program. Key elements of this program included conducting 
readiness assessments at the 37 largest transit systems, rep- 
resenting upwards of 90 percent of all transit riders. These assess- 
ments provided a comprehensive view of transit system prepared- 
ness gaps and additional needs, and helped shaped the develop- 
ment of three important priorities that continue to form the funda- 
mental baseline of transit security, those being employee training, 
public awareness, and emergency preparedness. 

Another key initiative was an outreach efforts called Connecting 
Communities Security and Emergency Preparedness forums. These 
forums, held at 18 regions across the country, improved public 
agency coordination and planning efforts between transit systems, 
emergency management agencies, law enforcement and other local 
partners. 

Another activity involved deploying technical assistance teams 
on-site at the 50 largest transit agencies. The tech assistance 
teams used FTA’s top 20 security action items as an assessment 
tool to help transit agencies identify any gaps in their security pro- 
grams and develop products to fill those gaps. 

Finally, security drill and exercise grants were provided to over 
80 transit agencies. These grants help transit agencies plan, con- 
duct and evaluate various types of security exercises, ranging from 
tabletop programs to large-scale interagency regional drills. 
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In September of 2005, FT A, the Transportation Security Admin- 
istration, and the Office of Grants and Training, signed an annex 
to the DOT-DHS memorandum of understanding regarding secu- 
rity roles and responsibilities. This MOU annex provides a struc- 
tured framework for close collaboration among the federal partners. 
FT A, TSA and G&T continue to build upon the initial post-9/11 se- 
curity initiatives, in partnership with industry stakeholders such 
as the American Public Transportation Association and local tran- 
sit agencies. 

Key activities now under way include an eyes and ears public 
awareness toolkit known as Transit Watch. Transit agencies can 
use these toolkit materials or customize them to their own needs, 
such as New York City subway system’s “See Something, Say 
Something” message to educate passengers to be mindful of their 
environment and how to react should they see something sus- 
picious. 

In the area of training, the curriculum has been expanded with 
addition of new security courses such as the terrorist activity rec- 
ognition and reaction training course for frontline transit employ- 
ees. To date, almost 8,000 employees have taken this training. An- 
other course titled “Strategic Counterterrorism for Transit Man- 
agers” has now been delivered to over 750 managers at local tran- 
sit agencies. 

Another partnership initiative now under way is the Connecting 
Communities forums. The next phase of our new updated forums 
has begun. This week, a Connecting Communities forum is being 
held here in the national capital region at the WMATA training fa- 
cility in handover, Maryland. 

Reflecting the importance of stakeholder outreach, FTA, TSA, 
and G&T are conducting semiannual safety and security 
roundtables to address direct stakeholder outreach. The 
roundtables bring together the safety and security chiefs of the 50 
largest transit agencies, plus other key industry leaders, for peer- 
to-peer informational exchanges. The last roundtable was held in 
Newark, New Jersey in December, and the next roundtable is ten- 
tatively scheduled for Chicago later this spring. 

Finally, we are working with our federal partners to develop se- 
curity standards that provide transit agencies with consistent in- 
dustry benchmarks and recommended practices. Leveraging the 
success of the FTA-APTA process for developing standards in other 
areas of transit, we are proceeding closely with our federal partners 
to develop standards in key security areas such as infrastructure 
protection, risk assessments, and emergency preparedness. 

Madam Chairwoman and members of the subcommittee, please 
be assured that FTA will continue to work closely with Congress 
and our partners at DHS to strengthen the nation’s public trans- 
portation security. Thank you for this opportunity to speak today, 
and I will be happy to answer questions later. 

[The statement of Mr. Rosapep follows:] 

Peepard Statement of Terey Rosapep 

Chairwoman Jackson Lee, Ranking member Lungren, and other members of the 
Subcommittee, thank you for this opportunity to testify today on behalf of the Sec- 
retary of Transportation and the Federal Transit Administration (FTA). I am 
pleased to have this opportunity to update you on transit security and how the U. 
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S. Department of Transportation’s (DOT) initiatives in that area support the De- 
partment of Homeland Security’s (DHS) transportation security mission. 

FTA and Transit Security 

America’s transit systems are dynamic, interconnected, and composed of over 
6,000 local systems. Unlike airports, these systems are also inherently open, and 
therefore difficult to secure. In New York’s Penn Station alone, more than 1,600 peo- 
ple per minute pass through its portals during a typical rush hour. The combination 
of open access and large numbers of people makes transit systems an inviting target 
for those who seek to cause the United States harm. The deliberate targeting of the 
public transportation systems in Tokyo, Moscow, Madrid, and London by terrorists 
underscores this point. 

FTA, the Federal Railroad Administration (FRA), other Federal and state part- 
ners, and the transit industry have built a solid foundation for security in the years 
following the attacks of September 11 by focusing on three security priorities: public 
awareness, employee training, and emergency preparedness. After September 11, 
2001, FTA undertook an aggressive nationwide security program and led the initial 
Federal effort on transit security. The initial response included conducting threat 
and vulnerability assessments in 37 large transit systems, 30 of which carry almost 
90 percent of all transit riders. The assessments at that time gave us a comprehen- 
sive view of transit system readiness, vulnerabilities, and consequences, and identi- 
fied the three important priorities that continue to form the fundamental baseline 
of dot’s transit security initiatives: employee training, public awareness, and emer- 
gency preparedness. 

Today, under Executive Order 13416, FTA, in partnership with FRA and DHS, 
continues to build upon these priorities as they provide focused benefits to the dy- 
namic, open nature of America’s transit network. Employee Training develops the 
skills of 400,000 front-line transit employees who are the eyes and ears of the tran- 
sit network and first line of defense against terrorism. Public Awareness programs 
such as Transit Watch educate passengers to be mindful of their environment and 
how to react should they see something suspicious. Emergency Preparedness pro- 
grams build local, collaborative relationships within communities that allow for 
quick and coordinated response in a crisis. Over the last five years, we have learned 
that terrorists adapt and change their strategies in response to security measures. 
But regardless of where an attack comes from or how it is devised, security training 
of employees and the awareness of passengers can help to prevent or mitigate it. 

In 2002, to help guide transit agency priorities, FTA issued a “Top 20 Security 
Action Item List” to improve transit safety and security operations, particularly 
with regard to employee training, public awareness, and emergency preparedness. 
In a joint effort coordinated with the Mass Transit Sector Coordinating Council, 
FTA, and the Transportation Security Administration (TSA), the Security Action 
Items for transit agencies were revised in 2006. 

The Safe, Accountable, Flexible, Efficient Transportation Equity Act — A Legacy 
for Users (SAFETEA-LU) mandates several steps to move transit security forward 
through collaboration among federal, state, local, and private entities. In September 
2005, FTA and two agencies within DHS — TSA and the Office for Domestic Pre- 
paredness, now the Office of Grants & Training (G&T) — signed the Public Transpor- 
tation Security Annex to the DOT/DHS Memorandum of Understanding (MOU) on 
security. The MOU recognizes that DHS has primary responsibility for transpor- 
tation security and that DOT plays a supporting role, providing technical assistance 
and assisting DHS when possible with implementation of its security policies as al- 
lowed by DOT statutory authority and available resources. The Annex identifies 
specific areas of coordination among the parties, including citizen awareness, train- 
ing, exercises, risk assessments, and information sharing. To implement the Annex, 
the three agencies have developed a framework that leverages each agency’s re- 
sources and capabilities. 

With the Annex in place as a blueprint, FTA, TSA and G&T have established an 
Executive Steering Committee. Since 2005, the Executive Steering Committee has 
interacted with DHS, DOT, FRA and transit industry leaders. This committee over- 
sees eight project management teams that spearhead the Annex’s programs. Each 
of these programs advances one or more of FTA’s three security priority areas (pub- 
lic awareness, employee training, and emergency preparedness). We have been im- 
plementing the Annex energetically since its inception. 

The eight teams are as follows: 

1. Risk Assessment and Technical Assistance Team 
The Risk Assessment and Technical Assistance team is using a risk-based ap- 
proach to transit security, working toward one industry model for conducting 
transit risk assessments. The team issued the “TSA/FTA Security and Emer- 
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gency Management Action Items” and is developing the Next Generation Secu- 
rity and Emergency Management Technical Assistance Program Master Plan to 
identify and prioritize industry security needs. 

2. Transit Watch and Connecting Communities Team 

The Transit Watch and Connecting Communities team is reinstating and expand- 
ing these two FTA programs, which foster public awareness and coordinated emer- 
gency response. The initial roll-out of Transit Watch helped to institute this pro- 
gram at many transit agencies across the country. The next phase of Transit Watch, 
recently released, includes a focus on unattended bags, Spanish language materials 
and emergency evacuation instructions. Twelve new Connecting Communities fo- 
rums are scheduled for 2007; the second forum is being held this week in the Na- 
tional Capitol Region, at WMATA’s Turner facility in New Carrollton, Maryland. 

3. Training Team 

The Training team is developing new courses on timely security topics such as se- 
curity design considerations and National Incident Management System (NIMS) for 
transit employees, and also working towards developing one integrated security 
training curriculum. 

4. Safety and Security Roundtables Team 

The Safety and Security Roundtables team works on direct stakeholder outreach. 
They are responsible for planning two roundtables each year for the safety and secu- 
rity chiefs of the 50 largest transit agencies and Amtrak. The roundtable format em- 
phasizes peer-to-peer informational exchanges among the participants. The last 
roundtable was held in Newark, New Jersey in December 2006 and the next round- 
table is tentatively scheduled for Chicago this spring. 

5. Web-based National Resource Center Team 

The Web-based National Resource Center team is developing a secure library site 
for information on best practices, grants, and other security matters. Access to the 
National Resource Center will be available to security chiefs of transit agencies. 

6. Emergency Drills and Exercises Team 

The Emergency Drills and Exercises team is updating the program to incorporate 
DHS Exercise program guidance. The scope of this effort includes both tabletop ex- 
ercises and regional field drills. 

7. Annual Plan and Grant Guidance Team 

FTA lends its subject matter expertise to the DHS Infrastructure Protection grant 
process. In the context of the MOU Annex, FTA is also able to leverage its long- 
standing working relationships with transit agencies to help TSA vet security initia- 
tives. 

8. Standards and Research Team 

The Standards and Research team’s primary focus is the development of industry 
security standards. This is a critical area because it provides transit agencies with 
consistent industry benchmarks and recommended practices. Leveraging the success 
of the FTA, FRA and American Public Transportation Association (APTA) process 
for developing standards in other areas, FTA is proceeding closely with its Federal 
partners to develop standards in key areas such as infrastructure protection, risk 
assessments and emergency preparedness. 

I would like to add that FTA also supports security projects through its Urbanized 
Area Formula Grant Program. Under this program, transit agencies are required to 
spend at least 1 percent of their annual formula fund allocation on public transpor- 
tation security, or to certify that they do not need to spend 1 percent of their alloca- 
tion for such purposes. For transit agencies in Urbanized Zone Areas (UZAs) over 
200,000 in population, only capital projects are eligible to count towards the 1 per- 
cent security threshold. SAFETEA-LU usefully expanded the definition of capital 
projects to include security planning, training and emergency drills & exercises. In 
contrast to TSA’s broad statutory authority for security in all modes of transpor- 
tation, FTA has limited statutory and regulatory authority on security matters, and 
does not have a dedicated security grant program. Historically, FTA has assisted 
transit agencies in improving their security practices through training programs, re- 
search, technical assistance and oversight activities. FTA and FRA continue to work 
together to improve passenger rail and rail transit security. FTA will continue to 
use all of these resources, in close collaboration with TSA and G&T to improve tran- 
sit security. 

Chairwoman Jackson Lee, Ranking Member Lungren, and other members of the 
Subcommittee, I want to assure you that FTA has, and is, using all of the resources 
and capabilities in its toolbox to strengthen the joint security initiative formalized 
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in the September 2006 Public Transportation Security Annex to the DOT/DHS 
MOU. The MOU Annex expands that toolbox. Since September 11, 2001, transit se- 
curity has benefited from exceptionally strong partnerships, and genuinely collabo- 
rative initiatives, among the industry, different agencies and departments, and the 
MOU Annex captures that spirit of cooperation. 

Please also be assured that the FTA will continue to strengthen public transpor- 
tation security. We look forward to continuing to work with Congress to achieve the 
goal of protecting our Nation’s public transportation infrastructure. I would be 
happy to answer any questions you may have. Thank you. 

Ms. Jackson Lee. Mr. Rosapep, thank you for your testimony. 

I now recognize Mr. Haley from the FRA to summarize his state- 
ment for 5 minutes. 

STATEMENT OF MICHAEL HALEY, DEPUTY CHIEF COUNSEL, 

FEDERAL RAILROAD ADMINISTRATION, U.S. DEPARTMENT 

OF TRANSPORTATION 

Mr. Haley. Chairman Jackson Lee, Ranking Member Lungren, 
Chairman King and other members of the subcommittee, I am 
pleased to be here to testify on behalf of the secretary of transpor- 
tation and the Federal Railroad Administration about the security 
of our nation’s passenger and freight rail network and the efforts 
that DOT is making to enhance rail safety and security. 

FRA’s primary mission is to promote the safety of the U.S. rail 
industry and to reduce the number and severity of accidents and 
incidents arising from railroad operations. Since railroad safety 
and security are often intertwined, we are mindful of security con- 
cerns when conducting safety inspections, drafting railroad safety 
regulations, establishing our research and development program, 
and conducting training and outreach to the railroad industry. 

DHS and TSA have primary responsibility for transportation se- 
curity, as reflected in the MOU between DHS and DOT, with FRA 
providing support in the rail sector. FRA works closely with TSA 
and the rail industry on a daily basis in addressing railroad secu- 
rity and safety issues, complementing the efforts of other DOT 
partners. 

My written testimony provides and overview of the railroad in- 
dustry and discusses in detail FRA’s key rail safety and security 
initiatives, including research and development. My oral testimony 
will be focused on FRA’s working relationship with TSA and recent 
DOT initiatives in the railroad security area. 

TSA and FRA have signed an annex to the DHS-DOT MOU. 
This annex provides for close cooperation between the two agencies 
on their programs and activities affecting railroad security, includ- 
ing inspection activities, drafting of regulations and legislation, re- 
search and development, and response to threats to railroad secu- 
rity. 

I am pleased to report that TSA and FRA are working well to- 
gether to implement the annex. In the railroad security area, as 
outlined in my written testimony, the freight railroads take rail- 
road security very seriously. Immediately after 9/11, the railroads 
identified critical infrastructure and developed security plans to 
protect that infrastructure, their employees and the general public. 

In 2003, the Pipeline and Hazardous Materials Safety Adminis- 
tration, PHMSA, required railroads in certain classes and quan- 
tities of hazardous materials to develop security plans and to pro- 
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vide security training for hazardous material employees. All of 
FRA’s 71 hazmat inspectors and specialists, along with 17 FRA cer- 
tified state inspectors, devote a portion of their time to reviewing 
railroad and shipper security plans for compliance with the 
PHMSA regulations. 

To date, FRA personnel have reviewed more than 6,000 security 
plans, including plans for shippers by rail and the plans of all 
Class I freight railroads, and conducted more than 4,000 inspec- 
tions for compliance with the security training requirements of the 
PHMSA regulation. Upcoming reviews will focus on the shortline 
railroads. 

FRA and PHMSA have worked closely with TSA to build upon 
the railroad security plans and the PHMSA security rule to further 
enhance rail security. This close collaboration has resulted in the 
following progress. FRA and PHMSA have assisted TSA in con- 
ducting security assessments of high-threat urban area corridors 
carrying significant volumes of toxic inhalation hazardous mate- 
rials, more commonly referred to as TIH, and further assessments 
are planned. 

FRA and PHMSA assisted TSA in developing the 27 voluntary 
security action items that the railroads have agreed to implement 
to improve the security of rail movements of TIH materials, par- 
ticularly in high-threat urban areas. The FRA, PHMSA and TSA 
have worked together in the development of notices of proposed 
rulemaking documents on railroad security recently issued by 
PHMSA and TSA. TSA has assisted in the development of an FRA 
passenger equipment rulemaking. 

In addition, FRA and TSA have coordinated on railroad security 
R&D. The recently issued PHMSA-proposed rule spells out in more 
detail the hazmat security planning railroads must do. Specifically, 
the PHMSA proposal would require that railroads compile annually 
data on specific hazardous material shipments; use the data annu- 
ally to analyze safety and security risk along rail transportation 
routes where those materials are transported, and offer one pos- 
sible alternative to each route; use the analysis in selecting the 
safest and most secure commercially practicable routes that the 
carriers are authorized to operate over in transporting these mate- 
rials; enhance their current security plans to better address 
enroute security and delays in transit for such materials, including 
limiting access to the materials, mitigating the risk to population 
centers, and setting out measures to be taken in the event of esca- 
lating threat levels; and finally, requiring carriers pre-trip inspec- 
tion of hazardous material rail cars to include an inspection for 
signs of tampering. 

As outlined in my testimony, FRA will be conducting a variety 
of security training courses for rail, labor and law enforcement per- 
sonnel this year. FRA will also be exploring leveraging the Na- 
tional Labor College George Meany Training Campus to assist in 
providing security awareness training for railroad employees who 
are not receiving security training under FRA’s emergency pre- 
paredness regulation or PHMSA’s security regulation. 

In the passenger area, FRA requires each railroad that operates 
intercity or commuter rail passenger service, or that hosts oper- 
ations of such service, to adopt and comply with written emergency 
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preparedness plans approved by FRA. The regulation makes clear 
that “emergency” includes security situations. Each plan must ad- 
dress employee training and qualifications. 

Ms. Jackson Lee. Mr. Haley? Will you try to wrap up in a short 
order please? 

Mr. Haley. We will follow up to ensure that the emergency pre- 
paredness are being complied with, both from a planning and from 
a training perspective. We have a variety of rulemakings under 
way that will enhance railroad security, as well as research and de- 
velopment. Those initiatives are set forth in my testimony. 

We look forward to working with the subcommittee in furthering 
the security of the nation’s rail network. I would be pleased to an- 
swer any questions you might have. 

[The statement of Mr. Haley follows:] 

Prepared Statement of Michael T. Haley 

Chairwoman Jackson Lee, Ranking Member Lungren, and other members of the 
Subcommittee, I am pleased to be here today to testify, on behalf of the Secretary 
of Transportation and the Federal Railroad Administration (FRA), about the secu- 
rity of our Nation’s passenger and freight railroad network and the efforts that the 
Department of Transportation (DOT) is making to enhance rail safety and rail secu- 
rity, in support of the Department of Homeland Security (DHS). FRA’s primary mis- 
sion is to promote the safety of the U.S. railroad industry and to reduce the number 
and severity of accidents and incidents arising from railroad operations. Our rail- 
road safety mission necessarily includes our involvement in railroad security issues. 
DHS and its Transportation Security Administration (TSA) have primary responsi- 
bility for transportation security, with FRA providing support in the railroad sector. 
FRA works closely with TSA and the railroad industry on a daily basis in address- 
ing railroad safety issues that involve security, participates in the Government Co- 
ordinating Council for Rail, and contributes its expertise to the implementation of 
Executive Order 13416: Strengthening Surface Transportation Security, including 
providing input for the National Infrastructure Protection Plan and Sector Specific 
Plans, as well as the National Strategy for Transportation Security. 

My testimony today will provide some background on FRA’s railroad safety pro- 
gram, describe the role that FRA plays in railroad security, and discuss railroad 
safety and security initiatives. We stand ready to work with the Subcommittee in 
furthering the security of our Nation’s railroad network. 

Overview of the Railroad Industry and its Safety Record 

The U.S. railroad network is a vital link in the Nation’s transportation system 
and is critical to the economy, national defense, and public health. Passenger and 
freight railroads operate over 170,000 route miles of track and employ over 232,000 
workers. Demand for both freight and intercity and commuter railroads continues 
to grow. The rail system is diverse and expansive. Security risks are inherent in 
its supporting infrastructure, as well as in the people and products moving through 
it. Most of the larger railroads have their own police force, and they are supple- 
mented by State and local law enforcement. 

Amtrak, the Alaska Railroad Corporation, and commuter railroads provide pas- 
senger rail service to more than 500 million passengers yearly. Passenger operators 
face many challenges in their efforts to provide a secure public transportation envi- 
ronment. By definition, the systems are open, providing numerous points of access 
and egress leading to high passenger turnover and making them difficult to monitor 
effectively. Amtrak, for example, operates as many as 300 trains per day serving 
over 500 stations in 46 States, and Amtrak trains use tracks owned by freight rail- 
roads except for operations in the Northeast Corridor and in Michigan. 

Privately-owned freight railroads connect industries and businesses with each 
other across the country and (through our ports) with markets overseas, moving 42 
percent of all intercity freight, measured in ton-miles, including 67 percent of the 
coal used by electric utilities to produce power, and chemicals used in manufac- 
turing and water purification. Seven Class I railroads haul over 90 percent of the 
rail cargo in the U.S., with the remaining 10 percent being transported by 30 re- 
gional railroads and over 500 local railroads. Typically, railroads move about 1.7 to 
1.8 million carloads of hazardous materials (hazmat) yearly, with roughly 105,000 
of these carloads being toxic inhalation hazard (TIH) materials, such as chlorine and 
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anhydrous ammonia. Over 64 percent of TIH materials are currently transported by 
rail. 

The railroads have an outstanding record in moving all goods safely. See statis- 
tical analysis at Appendix A. The vast majority of hazardous materials shipped by 
rail every year arrive safely and without incident, and train accidents involving a 
release of hazmat that causes death are infrequent and rare, even while rail traffic 
volumes have increased steadily. As discussed below, DOT has an aggressive and 
comprehensive action plan to address the root causes of hazmat accidents, to exam- 
ine and improve the integrity of rail tank cars used to transport hazmat, and to im- 
prove the railroads’ hazmat security plans. See summary of the status of imple- 
menting FRA’s National Rail Safety Action Plan at Appendix B. In addition, DOT’s 
P ipeline and Hazardous Materials Safety Administration (PHMSA) annually pro- 
vides grant funds to States and Indian tribes to assist in the development, improve- 
ment, and implementation of hazmat emergency response plans, and to train emer- 
gency responders to respond to hazmat accidents and incidents; details on this pro- 
gram are contained in PHMSA’s Web site (hazmat.dot.gov). 

Maintaining a safe and secure railroad transportation system is essential, and 
safety and security issues are being jointly addressed by the industry, DOT, and 
TSA. 

FRA’s Railroad Safety Program 

FRA is the DOT agency charged with carr3dng out the Federal railroad safety 
laws. The laws provide FRA, as the Secretary’s delegate, with very broad authority 
over every area of railroad safety. In exercising that authority, the agency has 
issued and enforces a wide range of railroad safety regulations. Rail safety and secu- 
rity are interrelated, and FRA considers security concerns when developing rules. 
For example, FRA’s January 2002 final rule barring most extraterritorial dis- 
patching of U.S. railroad operations addresses the agency’s concerns about the secu- 
rity of foreign dispatching facilities. Similarly, FRA’s rule on passenger train emer- 
gency preparedness, discussed more fully below, requires carriers to prepare plans 
that deal with criminal as well as accidental events. While FRA’s rules are focused 
on the safety of railroad operations, they necessarily have some bearing on security. 
For example, a railroad inspector performing an inspection required by an FRA safe- 
ty regulation could potentially uncover a hazardous condition that was intentionally 
caused by terrorist activity. Similarly, Federal passenger and freight equipment 
standards are intended to ensure that the equipment can withstand forces of 
derailments and collisions, whether caused by accidents or deliberate acts, thereby 
helping to protect passengers, employees, and surrounding communities. 

In addition, FRA enforces in the rail mode of transportation the Hazardous Mate- 
rials Regulations, which are promulgated by PHMSA. These regulations include re- 
quirements that railroads and other transporters of hazmat, as well as shippers, 
have and adhere to security plans and also train their employees involved in offer- 
ing, accepting, or transporting hazmat on both safety and security matters, as dis- 
cussed more fully below. 

In May 2005, DOT and FRA announced the National Rail Safety Action Plan, a 
blueprint to comprehensively address critical safety issues facing the railroad indus- 
try with the following strategy: 

• Target the most frequent, highest-risk causes of train accidents; 

• Focus FRA’s oversight and inspection resources on areas of greatest concern; 
and 

• Accelerate research efforts that have the potential to mitigate the largest 
risks. 

FRA’s plan includes initiatives in several areas: reducing human factor-caused 
train accidents (the largest category of train accidents); acting to address the serious 
problem of fatigue among railroad operating employees; improving track safety; im- 
proving emergency preparedness and enhancing hazmat safety, including evaluating 
and improving the integrity of tank cars used to transport hazmat; strengthening 
FRA’s safety compliance program; and improving highway-rail grade crossing safety. 
One of the primary elements of the Action Plan is the implementation of a National 
Inspection Plan, which uses sophisticated trend analysis to ensure that FRA is prop- 
erly allocating its inspectors so that they are directing their efforts on areas of 
greatest safety concern. A summary of the steps FRA has taken in implementing 
the Action Plan is attached to my statement. 

Though the Action Plan is focused on rail safety, rail security will also be im- 
proved. In particular, enhancements to hazmat safety and emergency preparedness 
will result in enhancements to rail security. 

The Security Role of FRA and Other DOT Agencies Before and After 
September 11 
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FRA’s involvement in railroad security predates the terrorist attacks on Sep- 
tember 11, 2001. From October 1995 (when a deliberate act of vandalism caused a 
fatal Amtrak derailment near Hyder, Arizona) through March 2006 (when the USA 
PATRIOT Improvement and Reauthorization Act of 2006 was enacted), FRA helped 
develop, and worked with Congress to secure the enactment of, Federal criminal leg- 
islation to deter and punish more effectively terrorist attacks against railroads and 
mass transportation systems. See 18 U.S.C. § 1992. Additionally, in 1998 FRA issued 
a regulation requiring passenger railroads to prepare, and secure FRA approval of, 
plans to address emergencies, including security threats, to train employees on the 
plans, and to conduct emergency simulation drills, as noted above and discussed 
more fully below. In coordination with DHS, FRA will be exploring leveraging the 
National Labor College, George Meany Training Campus, to assist in providing se- 
curity awareness training for railroad employees who are not receiving security 
training under FRA’s emergency preparedness regulation or PHMSA’s security regu- 
lation. FRA also issued comprehensive safety standards for passenger equipment in 
1999, including requirements for crashworthiness, fire safety, and emergency sys- 
tems that help protect against accidental events as well as deliberate acts. See 49 
CFR Part 238. 

Since 9/11, FRA has been actively engaged in the railroad industry’s response to 
the terrorist threat. The railroads have developed their own security plans, and FRA 
has worked with the railroads, rail labor, and law enforcement personnel to develop 
the Railway Alert Network, which permits timely distribution of information and in- 
telligence on security issues. Working with DOT’s Federal Transit Administration 
(FTA), fra has participated in security risk assessments on commuter railroads, 
and we have conducted security risk assessments of Amtrak as well. FRA’s security 
director works on a daily basis with government agencies and the railroad industry 
to facilitate communications on security issues, and also participates in security 
training, reviews security plans, and performs other activities to promote rail secu- 
rity. For example, in 2007, FRA intends to conduct at least 16 security training ses- 
sions for rail labor organizations, as well as four sessions at the FBI Academy on 
railroad security and emergency response for law enforcement personnel. 

In September 2004, DOT and DHS entered into a memorandum of understanding 
(MOU) concerning their respective roles on security issues. The MOU notes that 
DHS has primary responsibility for security in all modes of transportation but also 
recognizes that DOT plays a supporting role, providing technical assistance and as- 
sisting DHS when possible with the implementation of its security policies. The 
MOU reflects the agencies’ shared commitment to a systems risk-based approach 
and to development of practical solutions, recognizing that each agency brings core 
competencies, legal authorities, resources, and expertise to the railroad transpor- 
tation mission. The MOU requires early coordination between the parties on the de- 
velopment of regulations affecting security. Separate annexes have been signed con- 
cerning the implementation of the Homeland Security Council’s recommendations 
concerning TIH materials, and concerning the day-to-day coordination between FRA 
and TSA, FTA and TSA, and PHMSA and TSA on security matters. 

The FRA-TSA annex provides for close cooperation between the two agencies on 
their programs and activities, including regulations affecting railroad security, legis- 
lation, research and development, inspection activities, and the response to threats 
to railroad security in order to maximize passenger and freight railroad security 
while minimizing disruptions to railroad operations to the extent practicable. The 
agreement provides that if an FRA inspector observes a significant security issue, 
the information will be provided to TSA and the railroad; similarly, if a TSA inspec- 
tor observes a significant rail safety issue, the information will be provided to FRA 
and the railroad. FRA has one full-time employee addressing rail security matters, 
and all of our 71 hazmat inspectors and specialists, along with 17 State inspectors, 
devote a portion of their time to reviewing railroad and rail shipper security plans 
for compliance with PHMSA’s hazmat security regulations discussed below. 

FRA, FTA, and PHMSA have assisted DHS and TSA in the preparation of the 
National Infrastructure Protection Plan issued in June, 2006, and have actively sup- 
ported DHS and TSA’s efforts to develop Sector-Specific Plans for critical infrastruc- 
ture protection, as required by Executive Order 13416. 

Freight Railroad Security 

Freight railroads have voluntarily developed and adopted security plans based on 
comprehensive risk analyses, and the national intelligence community’s best prac- 
tices, that address the security not only of hazmat but of freight in general. The 
Association of American Railroads (AAR) has established guidance for the major 
freight railroads in the form of a model strategic security plan. The railroad indus- 
try has also developed a detailed protocol (AAR Circular OT-55-I) on recommended 
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railroad operating practices for transportation of high-risk hazardous materials (in- 
cluding TIH materials). FRA, PHMSA, and TSA have jointly worked with the rail- 
road industry to build upon the railroads’ security efforts through vulnerability as- 
sessments, development of voluntary Security Action Items, and rulemakings. Addi- 
tionally, FRA has arranged a conference under 49 U.S.C. §333 (“section 333”) to 
permit railroads and chemical shippers to discuss routing options for the movement 
of TIH materials, as explained more fully below. 

A special focus for FRA and DOT, collectively, is the security of hazmat trans- 
ported by rail. A major initiative has been PHMSA’s March 2003 regulation requir- 
ing each shipper and carrier of significant quantities (placardable amounts) of 
hazmat to adopt and comply with a security plan. See 49 CFR § 172.800 et seq. 
Under the PHMSA regulation, security plans must include an assessment of secu- 
rity risks and appropriate countermeasures or mitigation strategies, or both, to ad- 
dress those risks. The plans must, at a minimum, address three specific areas: the 
security of company personnel; unauthorized access to company property; and the 
security of hazmat shipped or transported by the company from its origin to its des- 
tination. To assist railroads that transport hazmat and shippers that offer hazmat 
for transportation by rail to comply with this regulation, particularly small- and me- 
dium-sized companies, PHMSA developed a program on how to write and implement 
security plans for their companies. 

FRA recognizes that railroad and shipper employees’ awareness and under- 
standing of the PHMSA regulation and procedures governing the safe and secure 
transportation of hazmat shipments are critical. Therefore, PHMSA’s regulation pro- 
vides for safety and security training for employees engaged in the transportation 
of hazmat. Specifically, each shipper and carrier of significant quantities of hazmat 
is also required to conduct two types of security training for its employees: security 
awareness training that provides an awareness of risks associated with hazmat 
transportation and methods designed to enhance hazmat transportation security, 
and in-depth security training concerning the company’s PHMSA-required security 
plan and its implementation. These training requirements are also recurrent; em- 
ployees must receive the required training at least every three years. To date, FRA 
personnel have reviewed more than 6,105 security plans (including plans for ship- 
pers by rail and the plans for all Class I freight railroad carriers) and conducted 
4,054 inspections for compliance with the security training requirements. Moreover, 
FRA’s security director is currently working with the American Short Line and Re- 
gional Railroad Association to provide hazmat security training and conduct security 
reviews at approximately 125 short line railroads in 2007. 

In April 2004, DHS and DOT took specific actions to improve the security of rail 
shipments of TIH materials. As part of this initiative, DHS and DOT, in cooperation 
with the railroads, are assessing the vulnerabilities of High Threat Urban Areas 
(HTUAs) through which TIH materials move by rail in significant quantity. These 
assessments helped result in the railroads agreeing to voluntarily implement 27 Se- 
curity Action Items designed to improve the security of rail movements of TIH mate- 
rials. The Action Items address system security and access control (i.e., practices af- 
fecting the security of railroads and their property), as well as en-route security (the 
actual movement and handling of railcars containing TIH materials), particularly in 
HTUAs. Implementation of the first 24 Action Items had begun when they were an- 
nounced in June 2006, and implementation of the remaining three Action Items 
dealing with HTUAs had also been initiated when they were announced on Novem- 
ber 21, 2006. 

In August 2004, DOT and TSA published a notice and request for comments in 
the Federal Register asking for input on aspects of TIH rail shipments, the DOT se- 
curity program requirement, and the need for additional regulation. Following re- 
view and consideration of the comments received, PHMSA, in consultation with FRA 
and TSA, published a notice of proposed rulemaking on December 21, 2006, to revise 
current requirements for the safe and secure rail transportation of hazmat. See 7 1 
FR 76833. Likewise, TSA concurrently proposed complementary enhancements to 
rail security requirements. See 71 FR 76852. Specifically, PHMSA’s proposal would 
require railroads to 

• compile annual data on specified hazmat rail shipments; 

• use the data annually to analyze safety and security risks along rail transpor- 
tation routes where those materials are transported and one possible alter- 
native to each route; 

• utilize the analyses in selecting the safest and most secure, commercially 
practicable routes the carrier is authorized to operate over in transporting these 
materials; 

• address the security risks associated with shipments delayed in transit or 
temporarily stored in transit as part of their security plans; 
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• notify consignees if there is a significant, unplanned delay affecting the deliv- 
ery of certain types of hazardous material; 

• work with shippers and consignees to minimize the time a rail car containing 
certain types of hazardous materials is placed on a track awaiting pick-up or 
delivery or transfer from one carrier to another; 

• notify storage facilities and consignees when rail cars containing certain types 
of hazardous materials are delivered to a storage or consignee facility; and 

• conduct visual security inspections at ground level of rail cars containing haz- 
ardous materials to inspect for signs of tampering or the introduction of an im- 
provised explosive device (lED). PHMSA and FRA have scheduled two public 
hearings to obtain oral comments on the proposed requirements with a view to 
issuing a final rule. The first hearing was just held on February 1, here in 
Washington, D.C., and the second will be held on February 9, in Dallas, Texas. 

DHS has provided funding to the Railroad Research Foundation, a nonprofit orga- 
nization devoted to sustaining a safe and productive railroad industry, to develop 
a Web-based tool to calculate rail-route-specific hazmat risks, and assist in route se- 
lection decisions. This tool would be available to rail carriers in performing route 
analysis, and to DOT, TSA, and government emergency planners. 

In late 2005, FRA granted a request by the AAR and the American Chemistry 
Council to convene a “section 333” conference to discuss ways to minimize security 
and safety risks flowing from the transportation by rail of TIH materials. Section 
333 of title 49 of the United States Code authorizes the FRA Administrator, as dele- 
gate of the Secretary of Transportation, to convene conferences at the request of one 
or more railroads to address coordination of operations and facilities of rail carriers 
in order to achieve a more efficient, economical, and viable rail system. Persons at- 
tending a section 333 conference are immune from antitrust liability for any discus- 
sions at the conference, and can also receive immunity for any resulting agreements 
that receive FRA approval. The conference has been carefully structured to mini- 
mize antitrust concerns involving the chemical manufacturers and shippers. The 
conference provides the railroads and chemical manufacturers and shippers with the 
opportunity to meet and discuss approaches to reduce the amount of TIH materials 
moved by rail, and to enhance the safety and security of TIH materials that are 
moved. FRA, PHMSA, and representatives from the Department of Justice, the Fed- 
eral Trade Commission, TSA, and the Surface Transportation Board (STB) are par- 
ticipating in these discussions. The initial efforts of the conference are focused on 
the rail transportation of chlorine and anhydrous ammonia, because those chemicals 
represent over 80 percent of all TIH rail shipments. FRA has met with the rail car- 
riers to discuss modeling and routing options. Further meetings with the rail car- 
riers, as well as separate meetings with shippers of chlorine and anhydrous ammo- 
nia by rail, have begun. In some instances, the projects agreed to at the conference 
may need the approval of the STB in order to be implemented. 

While we must remain ever vigilant to secure hazmat shipments on our Nation’s 
railroads, for the sake of railroad employees and the public whom we all serve, it 
bears emphasizing that all but a very few hazmat shipments arrive at their destina- 
tions safely. Considering just chlorine, for example, between 1965 (the earliest data 
available) and 2005 (the last year for which complete data are available) there have 
been at least 2.2 million tank car shipments of chlorine — only 788 of which were 
involved in accidents (0.036 percent of all the shipments). Of those accidents, there 
were 11 instances of a catastrophic loss (i.e., a loss of all, or nearly all) of the chlo- 
rine lading (0.0005 percent of all the shipments). Of the 11 catastrophic losses, four 
resulted in fatalities (0.00018 percent of all the shipments). For all hazardous mate- 
rials, in the 13 years from 1994 through 2006, hazardous materials released in rail- 
road accidents resulted in a total of 14 fatalities. While one death is obviously too 
many, the record of transporting these commodities is very good, and we believe the 
initiatives underway will further improve upon that record. 

Passenger Railroad Security 

As discussed earlier, in the area of passenger railroad security, FRA requires rail- 
roads that operate intercity or commuter passenger train service or that host the 
operation of such service to adopt and comply with written emergency preparedness 
plans approved by FRA. See 49 CFR Part 239. Emergencies include security-related 
situations. Each plan must address employee training and qualification, and provide 
for both initial and recurrent training of on-board and control center employees to 
determine the extent of compliance with the plan. Additionally, each railroad must 
establish and maintain a working relationship with emergency responders on its 
line by taking measures such as developing and making available a training pro- 
gram on the plan and inviting the emergency responders to participate in emer- 
gency simulations. The regulation requires railroads providing passenger service to 
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periodically conduct full-scale passenger train emergency simulations (with actual 
equipment and simulated victims) and conduct a debriefing and critique session 
after actual or simulated passenger train emergency situations. FRA will continue 
monitoring passenger railroads for compliance with this regulation and attend each 
full-scale simulation and follow-up review session, as the Long Island Rail Road has 
scheduled for next month with the participation of the New York City Fire Depart- 
ment. 

In 2003, under the auspices of FRA’s Railroad Safety Advisory Committee 
(RSAC), FRA initiated a review of existing passenger train safety needs and pro- 
grams for the purpose of developing any necessary recommendations on actions to 
advance the safety of passenger rail service. The RSAC is a forum for developing 
recommendations to FRA on rulemakings and other safety program issues, and it 
includes representatives from all of the rail industry’s major groups. State rep- 
resentatives, the National Transportation Safety Board (NTSB), and other stake- 
holders. As part of this effort, the Passenger Safety Working Group was established, 
as well as four smaller task forces, notably the Emergency Preparedness Task 
Force. The Emergency Preparedness Task Force is specifically devoted to consider- 
ation of passenger train emergency preparedness issues, and includes representa- 
tives from railroads, rail labor organizations, the NTSB, FTA, and TSA. Its efforts 
helped lead to the issuance of proposed enhancements and additions to FRA’s regu- 
lations for passenger train emergency systems (emergency systems NPRM), to 
amend both FRA’s Passenger Equipment Safety Standards and Passenger Train 
Emergency Preparedness rules. See 71 FR 50276; August 24, 2006. 

Emergency communication is one of the main focuses of the emergency systems 
NPRM. Under the proposal, all existing passenger cars would be required to be 
equipped by 2012 with a public address system that provides a means for a crew- 
member to communicate to all train passengers in an emergency situation, and all 
new passenger cars would be required to be equipped with an intercom system that 
provides a means for passengers and crewmembers to communicate with each other 
in an emergency situation. An intercom system could be vital in enabling a pas- 
senger to quickly alert a crewmember of a security threat, and the crewmember in 
turn could contact the appropriate authorities to obtain emergency assistance and 
use the train’s public address system to provide any necessary direction to pas- 
sengers. The proposed rulemaking would also promote passenger and employee safe- 
ty in an emergency situation — whether resulting from an accident or an intentional 
act — by enhancing requirements for emergency window exits in passenger cars and 
mandating that all passenger cars, including existing cars, have rescue windows for 
emergency responder access. FRA is in the process of preparing the final rule, which 
is expected to be issued some time in the near future. 

Moreover, a separate regulatory proposal is also in development within the Emer- 
gency Preparedness Task Force; this proposal focuses on passenger car emergency 
signage, emergency lighting, and low-location exit path marking. The proposal 
under development is based on American Public Transportation Association (APTA) 
standards for passenger safety and is intended to augment current Federal require- 
ments. 

Complementing FRA and TSA efforts, Amtrak and commuter railroads have insti- 
tuted their own security plans and conduct security training. FRA assisted Amtrak 
in the development of its security plan. Specifically, in coordination with Amtrak’s 
Inspector General, FRA contracted with the RAND Corporation to conduct a system- 
atic review and assessment of Amtrak’s security posture, corporate strategic security 
planning, and programs focusing on the adequacy of preparedness for combating ter- 
rorist threats. FRA’s security director is currently working with Amtrak to imple- 
ment the recommendations of the RAND study. APTA is also leading commuter rail- 
roads in the development of voluntary industry standards for passenger rail safety 
and security. 

While TSA inspectors have lead authority and responsibility in conducting secu- 
rity inspections and reviews, the interagency MOU does permit the use of FRA in- 
spectors to support TSA’s security efforts. FRA inspectors have conducted basic se- 
curity reviews of Amtrak and commuter railroad security both after the 2004 train 
bombings in Madrid and after the 2005 transit bombings in London. In both cases, 
FRA inspectors were deployed immediately after the bombings to assess the security 
posture of passenger railroad facilities based on a checklist of major security cri- 
teria. In the aftermath of the London bombings, FRA worked closely on these secu- 
rity reviews with TSA’s rail security inspectors. TSA focused primarily on urban 
rapid transit lines, while FRA inspectors concentrated on commuter and intercity 
rail passenger operations; in some situations, inspectors from the two agencies 
worked jointly. FRA will continue to support TSA in responding to rail security 
threats. 
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In partnership with FTA in the first few years after 9/11, FRA participated in se- 
curity risk assessments on the ten largest commuter railroads and contributed the 
funding for security risk assessments on three of these railroads. In addition, FRA 
participated in FTA’s “best practices tool kit” initiative, contributing our knowledge 
of commuter rail operations, infrastructure, and organization to ensure that the rec- 
ommended security enhancement measures were sound and feasible in a railroad 
environment. FRA staff continue to work closely with many of the railroads that re- 
ceive FTA grant funding, to plan and assist in the development and implementation 
of security simulations and drills. FRA also devotes staff with both railroad knowl- 
edge and facilitation skills to the FTA — and TSA-sponsored workshops across the 
country (called “Connecting Communities”) to bring together commuter railroads, 
emergency responders, and State and local government leaders so that they might 
better coordinate their security plans and emergency response efforts. 

Research and Development 

FRA conducts and supports research, development, and demonstration projects re- 
lated to rail safety and rail security through its Office of Research and Development, 
in cooperation with DHS. Both theoretical and applied research on a wide range of 
issues has led to impressive results and to tangible technology and process improve- 
ments. 

A recent example of the application of FRA’s research efforts to both rail safety 
and security is the Passenger Rail Vehicle Emergency Evacuation Simulator, or 
“Rollover Rig.” This device, which began operation in 2006, can rotate a full-sized 
commuter rail car up to 180 degrees to simulate passenger train derailment sce- 
narios. The Rollover Rig is already enhancing the ability of researchers to test strat- 
egies for evacuating passenger rail cars and to evaluate the performance of emer- 
gency systems in the cars, such as emergency lighting, doors, and windows. In addi- 
tion, first responders nationwide now have a unique training tool to practice effec- 
tive passenger rail rescue techniques safely when a rail car is on its side. FRA de- 
veloped the Rollover Rig at a cost of $450,000. New Jersey Transit Rail Operations 
donated the commuter rail car used by the Rollover Rig, and the Washington Metro- 
politan Area Transit Authority agreed to house, operate, and maintain the simulator 
at its emergency response training facility located in handover, Maryland. 

We also continue to look for ways to improve tank car survivability, to reduce the 
likelihood that a tank car may be breached either by an accident or by an inten- 
tional act. PHMSA’s and FRA’s efforts to improve tank car survivability have a long 
and effective history. Working with the industry, all tank cars carrying hazardous 
materials now have top and bottom shelf couplers, and, as appropriate, tank cars 
are equipped with head shields, thermal protection, and skid protection for pro- 
truding bottom outlets. Tank cars carrying specific product groups, such as TIH and 
other particularly hazardous substances, are subject to additional requirements 
which became fully effective July 1, 2006, after a 10-year phase-in period. 

Prior to the August 2005 enactment of Section 9005 of the Safe, Accountable, 
Flexible, Efficient Transportation Equity Act: A Legacy for Users (SAFETEA-LU), 
49 U.S.C. §20155, FRA had initiated tank car structural integrity research stem- 
ming from the circumstances of the 2002 derailment in Minot, North Dakota, involv- 
ing the release of anhydrous ammonia from tank cars punctured during the derail- 
ment. Current research involves a three-step process to assess the effects of various 
types of train accidents (e.g., a derailment or collision) on a tank car. The first phase 
is development of a physics-based model to analyze the kinematics of rail cars in 
a derailment. The second phase is development of a valid dynamic structural anal- 
ysis model; and the third phase is an assessment of the damage created by a punc- 
ture and entails the application of fracture mechanics testing and analysis methods. 
dot’s Volpe National Transportation Systems Center, part of the Research and In- 
novative Technology Administration (RITA), is doing the modeling work now, and 
FRA will dovetail this ongoing research with the requirements of Section 9005. FRA, 
in conjunction with PHMSA, hopes to develop new hazardous material tank car 
safety standards in 2008, and we are currently consulting with railroads, shippers, 
and car manufacturers and have solicited public comments through two public meet- 
ings to assist us in this effort. To further these efforts, FRA just signed a Memo- 
randum of Cooperation with Dow Chemical Company, Union Pacific Railroad Com- 
pany, and the Union Tank Car Company to participate in their Next Generation 
Rail Tank Car Project. 

Further, in September 2006, FRA awarded $200,000 to test sample tank car pan- 
els with various coatings to determine their ability to prevent penetration from 
small arms fire, as well as their ability to self-seal and, thereby, mitigate the sever- 
ity of any incident. FRA developed the project in coordination with the AAR and 
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DHS, which came up with the idea of appljdng to tank cars a protective coating like 
that used to enhance the armor protection of military vehicles in Iraq. 

FRA has other research and development projects underway related to rail secu- 
rity, which we would be happy to discuss with Subcommittee staff. 

Conclusion 

FRA will continue to support DHS in carr3ring out its security responsibilities, and 
work with the rail industry to secure the Nation’s freight and passenger railroad 
network. Together, DOT, DHS, and the rail industry are helping to ensure that se- 
curity initiatives and programs are directed at potential threats to the Nation’s rail- 
road network and that rail employees and others responsible for its security are pre- 
pared to identify and address such threats. 

Ms. Jackson Lee. We look forward to working with you, and we 
thank you for your extensive testimony, which we will review and 
certainly make it part of the efforts that we wage. 

Let me acknowledge the presence of Congresswoman Brown- 
Waite from Florida, and let me also offer this committee’s express 
concerns and interests in the terrible tragedy that impacted your 
area with respect to the tornado, and certainly hope that the De- 
partment of Homeland Security is performing more than ade- 
quately for your needs. Thank you for your presence here this 
morning. 

I thank all the witnesses for their testimony. 

I will remind each member that he or she will have 5 minutes 
to question the panel. 

I now recognize myself for questions. 

We started out this morning by saying that we wanted to put a 
mixture together, a formula, a recipe for safety and security for the 
American people, particularly security that is the jurisdiction of 
this committee. We want to do it quickly. In order to do it quickly, 
there are several elements, components of that formula, that rec- 
ipe. It has to do with personnel. It has to do with training. 

Mr. Hawley, allow me to begin my questions on your testimony 
that mentioned in your testimony on January 18 that TSA em- 
ployed a little less than 1,000 people for surface transportation 
issues. Would you be kind enough to break those numbers down for 
us? It was my understanding that there are only 100 surface trans- 
portation security inspectors. That leaves 900. 

Let me follow up by saying that you made that statement on 
January 18. I had hoped it would have been enough time to engage 
the president who released his budget yesterday and he only re- 
quests 288 positions for surface transportation security. 

Why did the president seemingly ignore a devastating need, and 
only request 288 positions, if you are currently employing 1,000? 
And so as you answer, please break down what the present employ- 
ees are doing, and why the president asked for only 288 positions. 

Mr. Hawley. Our budget is broken down into different cat- 
egories. In the surface transportation category, there are 288 in the 
budget request, which comes down to 100 of the surface transpor- 
tation inspectors and 188 of our staff, so that is 288. The 1,000 is 
a ballpark. We were in the conversation about aviation versus non- 
aviation. So in that was the overhead that we have in terms of in- 
formation technology, support services, and intelligence, budget 
and finance, law — all of that. 

But if the specific question is: How many people do you have 
paid specifically for surface transportation? That number is 288. 
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Ms. Jackson Lee. Well, I guess the specific question, and I am 
going to pass on to another question, hut I am going to ask for that 
in writing. The specific question is: Why so few in the president’s 
budget? Don’t answer that at this point. I will seek that in writing. 

I do want to go on to a question dealing with training. Congress- 
men Lungren mentioned a commitment and a need for training, 
and our bill will hopefully focus on that. But I am wondering why 
training of rail and mass transit employees are voluntary, unreli- 
able and many times inadequate. What are you doing before this 
rail bill comes out for that? 

And might you also indicate whether you have any established, 
and when I say “established,” defined minorities or women, people 
of color in any senior management positions for TSA. But would 
you focus on the training point of it, please? 

Mr. Hawley. Certainly. On the training, it is an eligible category 
from the funding that we send out through the various I3HS 
grants, including the transit-specific grants. It is one of the top 
three, I think as Mr. Rosapep mentioned, that right after 9/11, the 
primary principles for security to address right away were training, 
public awareness, and first responder exercise-type stuff. So those 
three remain our top priority today, and Federal Transit Adminis- 
tration did quite a bit in the years from 2001 up to when TSA was 
created. It remains our number one priority. 

Having said that, I think taking to heart what some of the con- 
versation here today was, what could we do better? 

Ms. Jackson Lee. Is training voluntary? 

Mr. Hawley. No. We have both rail and transit, so initially when 
an employee comes on board, they are required to have that train- 
ing package. It varies by whether it is rail or transit, but I think 
the opportunity is, based on some of our assessments, as well as 
the self-assessments of the systems, that this is an area where we 
need to do more. 

Ms. Jackson Lee. Do you have any comment on the manage- 
ment team that you have, the diversity of women and minorities? 

Mr. Hawley. Yes. I would be happy to provide that to the com- 
mittee, but we do in fact I believe have a diverse workforce. A, and 
leadership team, B. I can provide that for you, obviously, but it is 
both diverse in terms of male-female, as well as in race, gender and 
ethnicity. I thank you for bringing it up. It is an affirmative pri- 
ority of our management team that diversity is itself a goal in our 
management team. 

Ms. Jackson Lee. My time has expired. I thank you very much. 

I yield now to the gentleman from California, the ranking mem- 
ber, Mr. Lungren, for 5 minutes. 

Mr. Lungren. Thank you. Madam Chairwoman. 

Mr. Hawley, I was struck by something you said at the very be- 
ginning of your testimony, and that is that the way you analyze 
threat or risk is not going to the sector first and looking at it in 
isolation, but rather looking across the board, and the tie-in of in- 
telligence, intelligence analysis, and intelligence application, and 
the point that you made that the bad guys may start out looking 
at a vulnerability in aviation and then move that towards some- 
thing in the area of mass transit. 
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The reason I bring that up is, I know there has been some dis- 
cussion on the Hill and some other places about whether or not the 
rail security grants ought not to come from DOT, rather than from 
your operation. I wonder if you could briefly talk about that, and 
talk about how that grant distribution goes at the resent time. 

Mr. Hawley. Sure. DOT’s grant-giving is excellent, so I will just 
say that at the start. But in terms of security, it really does belong 
connected on the security side where we can take into account the 
security priorities based on intelligence and our experience. We 
clearly work very closely with DOT on the grant process, and they 
are a very valued partner. 

But as you mentioned, the intelligence side of it has led us to 
prioritize the underground tunnels as a particular primary priority 
in transit. And having integrated with the other DHS activities in- 
volving homeland security I think is a must. 

Mr. Lungren. Mr. Haley, I noticed in your testimony about pro- 
posed regulations. You made reference to the NPRM concerning the 
transportation of hazardous materials, and in particular the routes 
that the freight railroads choose to transport the toxic-by-inhala- 
tion materials, and that this proposed regulation would require 
companies to consider security when routing these materials, and 
to choose the safest and most secure route. That is a subject that 
has come up for much discussion before in this committee and I am 
sure other committees. 

Can you tell us exactly what the genesis of that was, what it pro- 
poses to do, and what are the requirements that the rail company 
must choose the most secure route, and how does that take into 
consideration, if it does at all, the economics of that? What I mean 
by that is, we have to have these materials delivered at a certain 
place, and if you re-route it somewhere, it is going to be in those 
other areas. Ultimately, it has to get at the final location. 

So how do all those things come into play as you put together 
this regulation, and as you see it to be implemented? 

Mr. Haley. Thank you for your question. 

The original PHMSA rule required that there be enroute security 
planning. There were comments from the private sector that they 
desired more specificity as to how that enroute security planning 
should take place. DOT and TSA went out with a public notice so- 
liciting public comments in August of 2004. 

Based on those public comments, we developed the proposed rule, 
which will require that they gather traffic data, analyze the safety 
and security of the route that that traffic is moving; select an alter- 
native route that it could be moved over, and analyze the safety 
and security risk associated with that alternative route; consider 
whatever mitigation measures they might want to apply to either 
route; and then select the route that poses the least safety and se- 
curity risk. 

In doing so, we have set forth 27 factors that they are supposed 
to consider. The economic viability of the movement of the traffic, 
of course, is a key consideration. 

Mr. Lungren. Could I interrupt you to ask just one question, be- 
cause my time is just about ready to expire. It just strikes me that 
the most dangerous position would be when it is sitting, as opposed 
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to when it is moving; that is, sitting at a particular spot that may 
or may not he secure. 

Is that brought into consideration? That is, the timeliness, how 
quickly it can be moved, rather than where it may sit for a while 
as a “sitting target”? 

Mr. Haley. Surely. The railroads currently attempt and have an 
economic interest to move the traffic as quickly as possible. Our 
proposal would not disrupt that. We want them to continue to 
move the traffic as quickly as possible because, as you said, sitting 
traffic poses a security risk. 

Mr. Lungren. Thank you. Thank you very much. 

Ms. Jackson Lee. Thank you very much. 

I will now recognize other members for questions they may wish 
to ask the witnesses. In accordance with our committee rules and 
practice, I will recognize members who were present at the start 
of the hearing, based upon seniority on the subcommittee, alter- 
nating between majority and minority. Those members coming in 
later will be recognized in the order of their arrival. 

I now recognize the chairman of the full committee, Mr. Thomp- 
son, for 5 minutes. 

Mr. Thompson. Thank you very much. Madam Chairman. 

Mr. Hawley, some of us have real concern that as of this date 
we do not have a federal transit security plan. Can you tell us at 
what point we can have a document for review by Congress and 
others? 

Mr. Hawley. I expect shortly. It is the secretary’s specific plan 
that we have prepared as required, and it is late. The only thing 
I would say that is a good part of that is that the process itself in 
putting it together, meaning that it required close, formal, sub- 
stantive consultation with both our internal government partners, 
as well as external partners, that process has happened. So the se- 
curity value is already now on the street. The paperwork has to 
catch up with it, and clearly it is our hope to get it up as soon as 
possible. 

Mr. Thompson. My point is, that sector-specific plan is 3 years 
overdue. 

Mr. Hawley. It certainly is late, and I have nothing to say other 
than it shouldn’t be late, and we will get it as soon as we get it. 

Mr. Thompson. And it was a presidential directive that it be de- 
veloped. It is 3 years late. But also the 9/11 Act passed and di- 
rected TSA to develop a national strategy for transit security. My 
information is that the document produced is not a comprehensive 
document. Am I correct? 

Mr. Hawley. No. The overall strategy is, and it talks about the 
network that is transportation and how we go after it. The it backs 
up with the sector-specific plans where the work to that has been 
done, and the report, as you point out, is still forthcoming. But the 
overall work has been done on the security strategy. 

Mr. Thompson. Is it your testimony that that comprehensive 
transportation strategy exists? 

Mr. Hawley. Yes. It was published last year, or 2005, the NSTS. 

Mr. Thompson. Was that embargoed? Well, we will get to that. 
There is some correction. 
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The other thing I want to talk a little bit about is the difference 
between air and rail. Is the system of security, in your mind, where 
it needs to be at this point for rail? 

Mr. Hawley. The level of system security for rail, I believe, is 
strong. It can clearly be stronger. It is our joint goal, I know, to 
do that. We have announced an agreement with the railroads 
themselves to immediately implement measures that specifically 
reduce the threat of TIH in urban areas, that is in place now. 

Mr. Thompson. If you had all the resources available to you, Mr. 
Hawley, to provide the security necessary for individuals who ride 
our rails, what would you do? 

Mr. Hawley. I think the strategy we have is a good one. I think 
options that would involve more money would be if we changed the 
model from a distributed state and local provides the resource, to 
a federal. But I am not sure that is going to be any better security. 
It is a different way of paying for it. I think more on the 
connectivity, more on the training. The primary work is at the in- 
telligence coordination and law enforcement law, and that is really 
what we will continue to strengthen our work, and a public that 
is aware and participating. Those don’t require a huge amount of 
money. 

Mr. Thompson. So do you want transit security to remain a state 
and local issue, and not a federal issue? 

Mr. Hawley. I think it is a little bit like a sporting event, where 
one person has the ball and the other supports. 

Mr. Thompson. Excuse me. Airline security is a federal issue. 
Rail security, at this point, is not. 

Mr. Hawley. I would say they are shared, that they are both 
shared, and the feds have — 

Mr. Thompson. Disproportionately shared by the feds in avia- 
tion — 

Mr. Hawley. In aviation — 

Mr. Thompson. — versus rail. So you would see that remaining 
just like that? 

Mr. Hawley. Yes. I think the business model is that so much has 
been done in transit and rail in the years prior to 9/11, particularly 
on safety, that when you go around to the transit agencies and see 
what security they have, that is very professional security. Our in- 
terest is what can we do to improve that. 

Mr. Thompson. But you agree we don’t have a plan? 

Mr. Hawley. No, no, no. I outlined for you? 

Mr. Thompson. Sector-specific plan. 

Mr. Hawley. We have not published the sector-specific plan. I 
outlined at the beginning our priorities in TIH on the ground. 

Mr. Thompson. Well, when can we expect the published sector- 
specific plan? 

Mr. Hawley. I would have liked to have brought it today. It has 
been completed and is now in the clearance process, and the clear- 
ance process involves people getting on board with it. So I can’t 
predict it because it is really — 

Mr. Thompson. Are these federals getting on board, states or 
locals? 

Mr. Hawley. No. We already have our stakeholders, the actual 
people we work with at the state and local level, at the federal 
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level, and with the industry. We have them on board. But it is a 
broad government-wide participation and it is important that ev- 
erybody be signed on throughout the government. 

Mr. Thompson. Can you get this committee, and I will back off 
after this, the present status of where it is, who has signed on, who 
has not, just for the committee’s benefit? 

Mr. Hawley. Yes, sir. 

Mr. Thompson. Thank you. 

Ms. Jackson Lee. Thank you very much, Mr. Chairman, for 
probing that. 

I would like to acknowledge the presence of Ms. Eleanor Holmes 
Norton, who has joined us. Thank you very much. 

I would now like to yield to the ranking member of the full com- 
mittee, Mr. King, for 5 minutes. 

Mr. King. Thank you. Madam Chairwoman. 

Mr. Hawley, I would like to ask two questions, and then just 
allow you to answer. The first would be on the VIPR teams, if you 
could discuss what level they are at, how you look forward to en- 
hancing their use in the future? And also, what is the level of co- 
operation between the VIPR teams and some of the local police and 
transit agencies? I know initially they were somewhat reluctant, at 
least in some instances, to work with the VIPR teams. That is the 
first question. 

The second one is on intelligence. I believe even though we have 
to do more, we are never going to have full security, and intel- 
ligence is absolutely essential. What is the real-time level of co- 
operation between Charlie Allen, FBI, the JTTFs, local police, and 
also the private sector? What role do they play as far as sharing 
of intelligence and perhaps even gathering intelligence? 

With that, I would yield back. 

Mr. Hawley. Taking the intelligence question first, it is very ro- 
bust. We have a daily interaction on literally the same secure video 
conference with all the members of the intelligence community and 
law enforcement. TSA is on it. I am on it personally. So we do have 
real-time review of up-to-the-minute intelligence and operations 
every day. And then immediately after that, I meet with the senior 
leadership team at TSA, including the general manager, as I men- 
tioned, to specifically go over what comes out of the first call. And 
then their job is to connect to the operators in the private sector 
or whatever to share that information. 

So it is very robust. It is very real. It is 7 days a week. As need- 
ed, it can be 24 hours a day. That is on the intel. 

On the VIPR teams, this is a real asset for TSA and for our part- 
ners, particularly in the transit community where as invited by 
their local police jurisdiction, when they say they would like to 
have some surge support, we can provide teams of federal mar- 
shals, canine teams, inspectors, transportation security officers, to 
go provide unpredictable presence and surge capacity. 

We have had 45 of them in 2006, and we are going to move them 
up to more than one a week in 2007. They were at the Super Bowl. 
They were at the State of the Union, President Ford’s funeral. Any 
major event, it is a fair bet to say we are going to have surge re- 
sources to support the local community. 
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Mr. King. How much notice do you need to put them in play? For 
instance, if Chicago or San Francisco and New York asked for 
them, how soon would it take you to get them in place? 

Mr. Hawley. That is why we do the drill, is to figure out how 
we can engage quickly. The normal process would be 48 hours, al- 
though in the case of last year and the incident in New York, we 
supported Amtrak in a matter of hours. In fact, Amtrak, we have 
already done seven of these teams this year in 2007. So they are 
designed to be quick application of outside resources. So typically, 
we like 48 hours, but we can do it within a couple of hours. 

Mr. King. And how receptive are the local police and transit 
agencies? How have you found them? 

Mr. Hawley. I think you put it right. Initially, there was hesi- 
tation. Does this mean that there are going to be more feds en- 
croaching on our jurisdiction? And then as people realized, “Hey, 
this is a surge support; this is something I can use,” I think it is 
very warmly embraced, and it is a key part of our program. 

Mr. King. When for instance something happens overseas, like 
the London bombings of July 7, 2005, how quickly are you tied into 
that to see if there is going to be a copycat or replication here in 
the United States? 

Mr. Hawley. We are immediately. I would just refer to last 
week, the incidents that turned out to be coincidence here in the 
D.C. area, plus the well-publicized incidents in the Boston area. We 
were working that from literally before 6 in the morning, all the 
way through until it was determined the true nature in Boston. 
What we do is assess, is the thing in Washington related to what 
might happen in Boston? So Paul Lennon, in this case, the general 
manager, connects with other operators to say, “We have had this, 
it is probably nothing, but just if something happens, be sure to let 
us know.” 

So the core of what we do at TSA is that operational readiness 
and information sharing. 

Mr. King. Do you have a vehicle where the private sector can 
play a positive role as far as providing intelligence? Or are they 
just receiving intelligence from you? 

Mr. Hawley. No. That is very much an important part. Certainly 
in the aviation arena, there is a lot there. But in transit, that is 
part of the requirement that we have on security directors, that re- 
quires suspicious incident reporting back to us so that we can pour 
it into the overall government suspicious incident analysis. We 
think that the people out in the field, including the public, are a 
tremendous resource in terms of capturing intelligence. 

Mr. King. I realize my time is expiring. I know that the cheers 
of yesterday have short echoes, but I want to commend you for the 
great job you did last August with the London blast. Thank you. 

I yield back. 

Ms. Jackson Lee. I thank the ranking member. 

I am pleased to yield 5 minutes to Mr. DeFazio of Oregon, for 
questions. 

Mr. DeFazio. I thank the chair. 

As chair of the Highways and Mass Transit Subcommittee, I am 
pleased with the coordination with this committee, and look for- 
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ward to developing strategies to enhance our protections on surface 
transportation issues. 

Mr. Hawley, just a phrase or a sentence from the GAO, “How- 
ever, federal and rail industry stakeholders have questioned the ex- 
tent to which TSA directives were based on industry best prac- 
tices.” Would you like to comment on that? 

Mr. Hawley. Sure. That report that you quote from is one I read 
during my confirmation process, and I found to be really a guide 
for how we approach dealing with our stakeholders now going for- 
ward. So we have a more participative process now in terms of se- 
curity directives, be they rail, transit, air or anything else, in mak- 
ing sure that what we are requiring is in fact the best way to oper- 
ationally introduce a desired result. 

But also working in the rail industry this time was not through 
security directive. It was through an agreement that they made 
that will be followed up by regulatory action. So it is far more par- 
ticipative than perhaps in the past. 

Mr. DeFazio. And in terms of best practices, both internationally 
and nationally, are we at the point, I mean, granted, if you look 
at London, which I think is supposed to have some of the best, 
given the problems over half of a century, even they were vulner- 
able. But I mean, have we adopted as far as we can assess the best 
worldwide practices, both in transit, passenger rail, and freight 
rail? 

Mr. Hawley. We definitely share information, particularly in the 
technology area where in the U.K. they have had some millimeter 
wave transit pilots. That information has been useful. We share 
very closely with the U.K. Robert Jamison, who is my deputy ad- 
ministrator, and a former deputy at Transit, went to Mumbai. We 
have, as you know, representatives around the world whose job is 
to engage with the other governments. So there is robust sharing. 
I am not sure that anyone has solved the security of an open sys- 
tem. It has to be different layers. 

Mr. DeFazio. Again, you are talking about the millimeter wave, 
but I want to be sure. Can you assure me that you are assessing 
any and all potentially, you know, of the effective technology? And 
that we are not being constrained. 

I was disturbed to hear that your plan, as you were being ques- 
tioned by the chairman, is being reviewed by individuals. That usu- 
ally means the trolls who live under the bridge at 0MB who are 
afraid that either it costs too much for industry or it costs too much 
for the government, and has budgetary implications. They don’t 
care about the security. I want to be sure that you are not being 
constrained in those ways. 

Mr. Hawley. No. In the secretary’s specific plan, it is not really 
a budget document. Frankly, I don’t think that there is any huge 
problem. It just is slow. But as far as looking at technology, we 
have the science and technology group at the department who do 
have wide resources and connectivity to the scientific community 
around the world, and then we get the products of those as they 
get solid. 

Mr. DeFazio. So do you have a way? I mean, we have a center 
where we are doing aviation. Where are we doing technology for 
surface? The same place? 
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Mr. Hawley. No. That is a very good idea, that I have heard sug- 
gested, and we are looking at, is having the same kind of tech- 
nology clearinghouse in the transit arena. It is some of the feed- 
back we have gotten from transit communities, and a value-add 
that we could perform, that could be improved on what we are 
doing now. 

Mr. DeFazio. You will have to give us a plan, or if you need 
money or something to do that, let us know, because I am very 
anxious to do that. 

Back to best practices, you talked about stakeholders. We have 
heard some complaints, particularly from labor, who are often the 
most informed people on the spot involved in the movement of peo- 
ple or freight, doing the maintenance, that they don’t feel that they 
have been integrated very well into the best practices approach. 

Mr. Hawley. Well, I think it is a concern that we listen to. We 
have used our rail inspectors to go out and interview 2,600 people, 
including the frontline employees, as well as some managers. The 
feedback that comes from that does indicate that more needs to be 
done on training. Madam Chairman, Robert Jamison passed me a 
note to say I misspoke on my answer about security training being 
required. Apparently, that is not the case specifically, so therein 
perhaps lies an opportunity. 

But the issue of not only the initial training, but the repetitive- 
ness of it and the refreshing of it, I think is an open area and is 
something that we look forward to working with industry on and 
perhaps further regulation as needed. 

Mr. DeFazio. Okay, thank you. 

Thank you. My time has expired. Madam Chairman. 

Ms. Jackson Lee. I thank the gentleman. 

Just before yielding, allow me to yield myself 1 minute. 

Mr. Hawley, I am glad Mr. Jamison passed you a note, because 
I think we left on the point that it was voluntary, and I said “inad- 
equate.” So I would like to allow you just to forthrightly say on the 
record again, security training is what as it relates to employees 
as relates to rail? 

Mr. Hawley. It is provided by the company and not required by 
the government. 

Ms. Jackson Lee. Okay. 

And is it ongoing? Is it a one-time training? I think you said that 
when they come in, they get some initial training. 

Mr. Hawley. I think it depends on the carrier. There are a num- 
ber of training programs prepared originally by the Federal Transit 
Administration that TSA funds, and we make it available for local- 
ities to train. What they actually do with it is up to them under 
those? 

Ms. Jackson Lee. As you indicated, therein lies a serious oppor- 
tunity. I just wanted to point out that that issue is something that 
we need to pay attention to. 

Mr. Hawley. Yes, absolutely. 

Ms. Jackson Lee. Thank you. Administrator. 

I now turn to the gentleman from Florida for 5 minutes, Mr. Bili- 
rakis. 

Mr. Bilirakis. Thank you. Madam Chairman. I appreciate it 
very much. 


VerDate Nov 24 2008 


08:01 Jun 03, 2009 Jkt 000000 PO 00000 Frm 00044 Fmt 6633 Sfmt6601 H:\DOCS\110-HRGS\110-1\35280.TXT MSEC PsN: DIANE 



41 


I have a couple of questions for Mr. Hawley. To what do you at- 
tribute the absence of terrorist attacks on mass transit and public 
transportation systems in the United States since 9/11? And then 
also, to what extent have the TSA efforts played a role in pre- 
venting such attacks? 

Mr. Hawley. There have been attacks in the transit area that 
have been stopped. The FBI announced a major one last year. 
There are constant efforts that are undertaken by the intelligence, 
military and law enforcement communities. However, there is noth- 
ing that I can go out and say, “this is the reason why a successful 
att^ack has not yet been done.” 

I think that an open system does make it possible that an attack 
will happen, and that is what we work all the time on. It is the 
vigilance. It is the preparedness. It is the teamwork among all the 
players that I think has provided an effective level of security. It 
is not a perfect level of security, but the difference between 9/11 
and 2002 and 2003 and now 2007 is notable and I think very 
strong. 

Mr. Bilirakis. Thank you. 

What responsibility should states, local governments, and transit 
agencies themselves bear in their own protection? 

Mr. Hawley. I think it is a shared responsibility with the federal 
government, but clearly where these systems have been originated 
in the locality, and they have made arrangements and hired people 
and put in security requirements at that level, where it is strong, 
and my experience is that most of these systems are very profes- 
sionally done, that it does not make sense for us to come in and 
try to superimpose on top of that, but rather to work with them 
to continue to strengthen the investment that is already made, so 
I think under the model we have now, where it is borne primarily 
by the state and local authority. 

Mr. Bilirakis. Very good. 

Next question, would you update us on the transit and rail in- 
spection pilot program and share any relevant information that has 
been learned about the feasibility of screening passengers and lug- 
gage in rail environments? 

Mr. Hawley. Sure. I mentioned the VIPR teams that we have 
around the communities, and also with Amtrak. We have worked 
with Amtrak on doing some screening of passengers, as well as the 
luggage that they carry. There have been a number of pilots, one 
in the New York area, one in San Francisco area, actually on fer- 
ries, where we have screened passengers. The U.K. has done it as 
well. 

What we find is that it is feasible. Passengers are receptive to 
it, but that with 1,500 passengers a minute going into a major 
transit system, that there is no way to get to a statistically signifi- 
cant number. So just as a random thing, it works. Operationally, 
we can do it. It is a question of how far we would want to expand 
it. 

Mr. Bilirakis. Okay, last question. What role should individuals 
play in protecting themselves and ensuring their own safety when 
using public transportation? 

Mr. Hawley. I think it is a pivotal role, and as Mr. Rosapep 
mentioned in his statement, it is one of the three top things, is the 
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public awareness, see something, say something. It is how transit 
attacks have been stopped in other countries, by passengers being 
alert. It is I think really the strongest thing we have going for us, 
is with all those 11 million people traveling every day, alert and 
willing to say something, and know who to say it to, and have a 
person who gets told that know what to do about it, that is very 
powerful security. 

Mr. Bilirakis. Thank you. Madam Chairwoman. I yield back the 
balance of my time. I look forward to working with you. 

Ms. Jackson Lee. I thank the gentleman for yielding his time 
and thank him for his questions. 

It is my pleasure now to yield to the distinguished gentlelady 
from New York, Ms. Clarke, who I know has a great investment 
in the success of this committee — we look forward to working with 
you — for 5 minutes. 

Ms. Clarke. Thank you very much. Madam Chair. 

And to our distinguished secretary, thank you for being here to 
give us some clue as to where we are right now. 

I am a bit disturbed, quite frankly, by the description of the level 
of federal guidance and support that is being given to the state and 
local jurisdictions. My point of reference, of course, comes from 
New York City, where I know there has been a tremendous burden 
placed on our day-to-day operating systems, just the basic securi- 
ties of running such a huge mass transit system, and having to 
shift resources on a regular basis in order to address any events 
that take place. 

So if there is a bombing in Madrid, we automatically go to Code 
Orange, or whatever the code is, and that is costly to us. It is a 
cost that the city bears itself, without the federal support or the 
state support to continue to do this on a regular basis. 

So I wanted to just ask a couple of questions. One, what do you 
see as the role or the vision of financial support to jurisdictions 
similar to New York around the nation, that have to be constantly 
in a state of readiness from a personnel perspective, from an equip- 
ment perspective, or technological perspective? We have become 
quite sophisticated at our own costs in New York City, and that is 
a real concern when we are looking at a federal standard. 

And then secondly, you mentioned the “See Something, Say 
Something.” It is a great novel idea. You did also point to what is 
very important in that equation, and that is you know who to say 
something to. And part of the challenge, quite frankly, has been 
that we are having a hard time finding out who to say something 
to. There have been cutbacks in personnel with respect to our tran- 
sit workers. They are not even trained properly to be able to relay 
information in a real-time sense. There are some logistical chal- 
lenges that I think we should be beyond at this stage. 

I would like to know, with respect to your strategic planning, 
how are you being informed and how are we going to provide the 
appropriate supports for the infrastructure to be safe in a mass 
transit environment? 

And then just secondly, the Port Authority of New York and New 
Jersey released a report recently that the PATH tunnels that run 
under the Hudson River are more susceptible to attack than pre- 
viously thought. What steps are being taken to assure that the se- 
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curity of tunnels in New York and elsewhere are being really taken 
into account? And how much money do you estimate it will cost to 
ensure that these tunnels are secure? And who should pay for secu- 
rity upgrades? 

I think there are some real challenges right now with respect to 
state and local jurisdictions, and bearing the burden of really what 
is a national challenge around security. 

Thank you, Madam Chair. 

Mr. Hawley. Taking the last one first, about the underground 
tunnels. We are in very close coordination with the Port Authority 
of New York and New Jersey, as well as Connecticut, I might add. 
But on that specific issue, the Federal Transit Security grants have 
as their number one priority underground and underwater tunnels 
in high-density populated areas. That was the case for fiscal year 
2006 money. It is the case for fiscal year 2007, and I expect it will 
be for fiscal year 2008. 

So in terms of the report that was recently released, it is clearly 
something that we are well aware of, and working with the commu- 
nity there on, and have made it the number one priority for our 
federal money. 

As to your first question on the model that we have, the model 
says that the local jurisdiction has the operating responsibility to 
pay its officers to do the operations. Federal support comes in areas 
like the underground tunnel issue, as well as in equipment and 
technology and things like that. So it tends to be a breakdown on 
that basis. 

Ms. Clarke. Madam Chair, just one final question. The issue of 
training, who does that fall under, because that is a personnel 
issue? 

Mr. Hawley. Sure. I think it is maybe the theme of this morn- 
ing’s session. What we have done is gotten very good security train- 
ing, a lot of it produced by Federal Transit, and we have put it 
high on the agenda. Number one, we already talked about, public 
awareness, and training and emergency response. It is one of the 
top three. And then we have sent the money with the priority 
throughout the system. 

The question that is raised here, and I think is a valid one, is 
the degree to which that is hitting the people on the street, and 
then repeated hitting the people on the street. We have found in 
our personal interviews with people in the field that that whole 
issue of recurrent training and the variety of the training is a part 
we all need to focus on. The self-assessments, actually, that they 
did themselves, rated that as one of the highest needs that they 
need to get on. 

Ms. Jackson Lee. Thank you. Congresswoman Clarke. 

I now yield to Congresswoman Blackburn from Tennessee, for 5 
minutes, for questions. 

Mrs. Blackburn. Thank you. Madam Chairman. I appreciate the 
time, and I appreciate our witnesses taking the time to be here 
with us this morning, and provide some clarification to questions 
that we are getting from our constituents. 

Mr. Hawley, in the GAO Passenger Rail Security Report, there 
is a statement. I am going to ask you about this and get a response 
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from you, but I have a little more I want to say before you do talk 
about it. 

It says that the TSA likes a strategy with goals and objectives 
for securing the overall transportation sector in each mode of trans- 
portation, including passenger rail. Mr. Thompson talked just a lit- 
tle bit about that. This is the type of thing we do hear from our 
local electeds on, and we also hear from our constituents on. And 
then statements like that, or discoveries, if you will, or pronounce- 
ments lead reporters, here is New Channel 5 out of Nashville, 
where they are looking at rail cargo and anhydrous ammonias, and 
chorines, and different components that are in rail yards unat- 
tended for hours at a time. 

And then here is the USA Today article where you are respond- 
ing to some of the allegations about the toxic cargo, and are quoted 
in this one from January 21 . As our constituents go through the 
checkpoints at airports and cannot take a 5-ounce bottle of lotion, 
but they can take a 3-ounce bottle as long as it is in a baggie, and 
they see that type of subjective scrutiny. And then they hear re- 
ports of this nature, and then they talk to someone that works with 
some type of logistics company, of which we have many in Ten- 
nessee, or they are talking with someone who works with a pas- 
senger rail service, and there is basically not the training, not the 
interface, not the attention to the safety. 

It does cause questions. And so what I have heard you say, and 
I want you to clarify a little on this, is that you all have put a 
strategy on paper. What you are lacking is an implementation plan 
that reaches cross-agency as to how you will interface with your 
employee training, with your public awareness, with some of your 
protocols and disciplines. 

If you will respond? 

Mr. Hawley. Sure. On the cross-interface, we mentioned in our 
testimony that we have agreements, MOUs, with both Federal 
Transit and Federal Rail Administration to have that in writing on 
paper. The issue you mentioned about chlorine and anhydrous am- 
monia, we have a rulemaking that Secretary Chertoff announced 
on December 21 that will go through the process and take a while 
to implement. 

But we also announced that the center of the bull’s eye on that 
one is when there is anhydrous ammonia or chlorine or any of 
those other TIH cars sitting unattended, including in Roseville, 
California or anywhere, that that is measured by TSA and the rail- 
roads, and that they have agreed, and subject to our inspection, to 
reduce that by 25 percent in a year, and then we will go after con- 
tinued reductions. 

So what we have done is gone after immediate effect to reduce 
risk, right at the most vulnerable part, that goes into effect right 
away and doesn’t wait around for a year or a year-and-a-half or 2 
years for a rule to go through the whole process. 

Mrs. Blackburn. If I may, sir, on that, with reducing 25 percent 
in a year, are you going to require some type of labeling on those 
tankers so that it is identified as toxic? 

Mr. Hawley. Yes. I will defer to Mr. Haley, but they are identi- 
fied visibly on the cars. 
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Mrs. Blackburn. I would offer that possibly they are a little dif- 
ficult to detect sometimes. 

Mr. Haley, do you want to respond? 

Mr. Haley. Yes. Hazardous material cars are required to be plac- 
arded, which indicates the contents of the cars so that emergency 
responders can handle any problems that may arise. 

Mrs. Blackburn. Okay. Mr. Rosapep, coming to you for just a 
minute, as we talk about the training, and there is a lot of empha- 
sis on the security training and the employee accountability, if you 
will, and making certain that people know the expectations of them 
as they go about doing their job. Are you developing a certification 
program so that your employees will have different levels of train- 
ing and awareness and ability? 

I think it is important that individuals who are citizens, who are 
using mass transit, know who to contact. I think it is also impor- 
tant for our local electeds to know who to contact and to know what 
their level of capability is. 

Mr. Rosapep. We don’t have a formal certification program in 
place as yet. Right now, we are actually conducting a training as- 
sessment of the top 30 transit agencies and 20 smaller ones to get 
a better feel for what their real needs are among their employees. 

To your point, we do know that there is probably a desire to redi- 
rect some of our courses to specific job classifications. That might 
help in the training process. But we will have a much better idea 
on the overall training needs later this spring, from that stand- 
point. 

On the safety side of things, through the Transportation Safety 
Institute, FTA over the years, we do have a safety certification pro- 
gram for some employees, who, if they go through a particular cur- 
riculum and take a certain number of courses over a set period of 
time, then they are certified from a safety standpoint. Ultimately, 
that might be something to look at on the security side as well. But 
it is clear to try to tailor those courses to your point, to the jobs 
that people are actually doing. 

Ms. Jackson Lee. The light is still on. Thank you for yielding 
back. 

I now yield to Congresswoman Brown-Waite for 5 minutes for 
questions. 

Ms. Brown-Waite. Thank you very much. Madam Chair. 

I recently received a letter from a state senator who is chair of 
the Florida Domestic Security Committee. In this letter, she indi- 
cated that TSA has been working on the TWIC card to do back- 
ground checks on potential airport and port security workers. How- 
ever, the TSA is no longer working to ensure Florida’s system is 
compatible with TSA’s. 

Obviously, I am very concerned about this, and would like to 
hear what steps you are taking to integrate existing state systems 
with the new federal requirements, and specifically what you are 
doing in Florida. 

Let me read you one paragraph from her letter: “After years of 
partnership with TSA on this project, it was shocking to receive the 
treatment which was afforded by TSA over the last few months. 
The lack of responsiveness across staff levels, and even the per- 
functory response by Secretary Chertoff to a letter written by Gov- 
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ernor Bush, to work with the state to assure positive continuation 
of the partnership was baffling.” 

Mr. Hawley, I would like to hear your response to this. 

Mr. Hawley. Well, first I will go back and see what all that re- 
fers to in terms of the interaction. But the issue on TWIG is we 
did partner with the state of Florida in the early days of TWIG as 
it was coming along. Florida elected to go forward and make that 
program in Florida, knowing that the federal standard had not 
been set. 

The issue is interoperability of credentials, so that the idea is you 
can use it in Florida or any other place in the United States. To 
do that requires, obviously, the standards that are interoperable, so 
that the ones that, as I understand it, that the Florida ports went 
to are ones that, out of their good interest to get security upgraded 
right away, they went with a standard and it has not turned out 
to be, to my understanding, what the overall standard will be going 
forward. 

So I will be happy to go and sort out what it is. I think what 
Secretary Ghertoff was referring to was we have had a very posi- 
tive partnership with them, and we all knew at the time that there 
would be a choice that they made, but we will certainly work with 
them going forward to achieve the level of security and interoper- 
ability we want. 

Ms. Brown-Waite. Sir, I do believe that they worked in conjunc- 
tion with you all to come up with this system. It is like they 
worked with you, and didn’t hear any objections, and now they are 
kind of out there left on a limb, and there is no longer the coopera- 
tion level there with TSA. 

Mr. Hawley. Well, we did cooperate with them building it, but 
it is the standard that was not set. I remember, because I had one 
of the conversations, which was what I said to one individual at 
least was, “If you have to go ahead on your own, you have to do 
what you have to do, but we are not ready yet on the standard and 
will not be immediately ready.” So that is the risk you take of 
going forward with one version versus waiting for the standard. 
And I don’t know all that happened after that, but I will go find 
out. 

Ms. Brown-Waite. I would appreciate that. 

Madam Ghairman, one other question. Recently on a major news 
broadcast show, they had information about the fact that eveiyone 
has to go through the screening at the airports, but the issue is the 
employees coming in the back door with an identification card that 
may or may not be current, and without any real daily screening. 

Now, if the TSA people have to go through the screening and the 
pilots have to go through the screening, and our constituents have 
to go through the screening, I can just tell you that last year. Rep- 
resentative Lowey and I agreed that this should not continue. We 
are still here. There is no better security at the back door, and I 
hear passengers grumbling in line who saw this program. 

How long is it going to take? And is it going to take a tragedy 
to get you all to move a little faster on that? 

Mr. Hawley. Well, we moved in the past year on physical screen- 
ing of employees. We have as part of the FSD’s program, federal 
security director at each airport, they have their resources from 
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TSOs to go around to areas all over the airport and do random, un- 
predictable screening. We do not at this point screen everybody 
every time. That is an issue of process and resources. 

From a security point of view, we like the ability to do the ran- 
dom everywhere anytime, so it covers the entire airport, versus just 
the one time when you catch them walking through the door. 

The other piece of it is, the neighborhood watch nature of air- 
ports, where every employee there is responsible for challenging 
anybody without a badge, and reporting incidents. And there is a 
very high degree of awareness throughout that community. So it is 
a policy issue of whether to require TSA or airports to physically 
screen everybody as they walk in the door, but that is not the case 
today. 

However, the issue on insider threat is one we take extremely se- 
riously. There are tremendous background checks, recurring watch- 
list checks every night on that whole population. We have 50,000 
people, say, at a large airport, and it is a lot of real estate. 

Ms. Brown-Waite. Madam Chair, I think it would be very re- 
vealing to this committee to have a list of the airports that this 
random screening has been done at. I think it would be very re- 
vealing, and the airports and the frequency which this is done. It 
is a concern to every one of our traveling members of the traveling 
public. I want to make sure we are not sitting here next year or 
the year after and hearing the same story of well, random is 
enough, when the department screens its own personnel, the TSA 
workers who are there. Pilots get screened. 

Ms. Jackson Lee. Let me, if I might, as I conclude this portion 
of the hearing, thank the gentlelady from Florida for her work, and 
the work of Congresswoman Lowey. As I started out this morning, 
you can be assured this is going to be an enormously active com- 
mittee. Therefore, you are timely in your inquiry. We are sort of 
overlapping. Administrator Hawley is responsible for rail and avia- 
tion, but we will have a hearing on that very question. So I am giv- 
ing you pre-notice to determine where we stand on that vital issue. 
So I thank you. 

I am prepared now to conclude this panel, with the thanks of all 
of the witnesses. Administrator Hawley, Mr. Rosapep and Mr. 
Haley. We will submit, and I would open the opportunity for mem- 
bers to submit questions for the record. 

Mr. Hawley, as you put your papers together, one of the ques- 
tions will be that we will pursue with you is the representation of 
required security checks for railroad employees. Of course, we wel- 
come that, but it is represented that DHS is the cause of the firing 
of a number of employees in Chicago. It happened to be, of course, 
in this instance, from a minority population. We will pursue that. 
It is like that we will have a hearing on that. You might want to 
begin preparing your answers on that question, because we want 
consistency and we want facts and truth. 

So with that, I want to thank the witnesses for their presence 
and their testimony, and indicate that we are now prepared for the 
second panel. 

I would welcome the second panel witnesses. 
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The second panel contains only one witness, Ms. Cathleen 
Berrick, a director with the Homeland Security and Justice Divi- 
sion with the Government Accountability Office. 

I thank the witnesses, and I welcome Ms. Berrick to the table. 

I will indicate, without objection, the witness’s full statement will 
be inserted in the record, as you come and prepare. I will give you 
just a moment. 

I now ask the witness to summarize her statement for 5 minutes, 
and you are able now to present your testimony. Welcome to our 
committee. 

STATEMENT OF CATHLEEN A. BERRICK, DIRECTOR, 

HOMELAND SECURITY AND JUSTICE ISSUES, U.S. 

GOVERNMENT ACCOUNTABILITY OFFICE 

Ms. Berrick. Thank you. Chairwoman Jackson Lee and mem- 
bers of the committee, for the opportunity to discuss the security 
of passenger rail. 

In addition to GAO’s passenger rail security work, we have also, 
or will soon initiate reviews of additional surface modes of trans- 
portation for this committee, including freight rail, commercial ve- 
hicles, and highway infrastructure. We expect a report of the re- 
sults of that work later this year. 

Regarding passenger rail, my testimony today focuses on actions 
the federal government should take in the near term to strengthen 
security, and security efforts implemented by the federal govern- 
ment and domestic and foreign rail operators. 

We have reported that DHS needs to complete, update and more 
fully coordinate its risk assessment efforts in order to ensure that 
resource needs for securing passenger rail are appropriately identi- 
fied and focused. We found that DHS, in conjunction with its 
grantmaking authority, TSA and DOT have all completed numer- 
ous risk assessments on passenger rail systems around the coun- 
try. We also found that DHS had begun to develop an overall 
framework for consistently analyzing risks within and across sec- 
tors. 

However, we found that these assessments were not yet com- 
pleted or fully coordinated. Until they are, it may be difficult to 
compare risks within passenger rail and across all transportation 
modes so that appropriate resource allocation decisions can be 
made. 

We also reported that DHS lacks a clear strategy for securing 
passenger rail and other surface modes. As was mentioned this 
morning, DHS has been delayed in issuing its transportation sec- 
tor-specific plan and supporting plans, which are to identify TSA 
strategy for securing all transportation modes. 

Without a plan, it is difficult for rail and other transportation op- 
erators to clearly understand the federal government’s security 
role, as well as expectations for them. A lack of a plan can also 
make it difficult for DHS to be held accountable for implementing 
needed security strategies and efforts. 

Our ongoing work on commercial vehicle security has found that 
operators are seeking information from the federal government on 
their role and strategy with respect to security. Our work has also 
shown that despite several security efforts under way in this area. 
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DHS is in the early stages of defining its security role regarding 
commercial vehicles. 

After the 9/11 attacks, FRA and FTA implemented and still sup- 
port a number of programs to strengthen rail security, including 
providing operator training and technical assistance. TSA also 
issued security directives and piloted explosive-detection tech- 
nology, and recently issued a proposed rail security rule, and has 
implemented other security programs in partnership with FRA and 
FTA. 

Domestic and foreign rail operators have also taken a range of 
actions to secure their systems. We also observed security practices 
among certain foreign rail systems or their governments that are 
not currently used or used to the same degree domestically. These 
practices include the random screening of passengers and their 
bags, and the utilization of covert testing to help keep employees 
alert to security threats. 

We also found that certain foreign governments maintain a cen- 
tralized clearinghouse of rail security technologies, which is not 
currently done, although is planned in the United States. 

Another key component of surface transportation security is en- 
suring strong stakeholder partnerships, given that security is a 
shared responsibility between the federal government, state and 
local governments and the private sector. To this end, DHS and 
DOT signed an MOU intended to improve coordination on security 
and safety matters, and subsequently completed several related an- 
nexes. DHS is also strengthening partnerships with private sector 
stakeholders through its security assessments and other efforts. 

As TSA begins to place more focus on the security of other sur- 
face transportation modes, it will be equally important that such 
a framework be developed and implemented to supports its efforts. 

In summary, we are encouraged by the increased federal focus on 
the security of surface transportation systems. However, in moving 
forward, a clear strategy based on risk and strong coordination will 
be needed to help ensure the actions and investments designed to 
enhance security are appropriately focused. 

Madam Chairwoman, this concludes my opening statement. I 
would be happy to respond to any questions. 

[The statement of Ms. Derrick follows:] ^ 

Ms. Jackson Lee. I thank the witness very much for her time 
and for yielding time back. We thank you so very much, and we 
thank you also for your patience. 

Before I recognize myself for questioning, without objection, I 
want to place into the record Ms. Derrick’s September 2005 GAO 
report, and previous January 18, 2007, testimony before the U.S. 
Senate Committee on Commerce, Science and Transportation. 

I will now recognize myself for questions. 

This is a tough challenge that we have. This hearing is set not 
to blame, but frankly to get answers and to ensure that as we write 
rail security legislation, we focus on the unique niche and impor- 
tant responsibility of the Department of Homeland Security. 


^See GAO, PASSENGER RAIL SECURITY Federal Strategy and Enhanced Coordination 
Needed to Prioritize and Guid Security Efforts, GAO— 07-442T, Tuesday, February 6, 2007, at 
www.gao.gov I cgi-bin !getrpt?GAO-07^42T 
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So I would appreciate it if you would take all gloves off and con- 
front this issue enormously seriously. One of the difficulties we 
have here in the United States Congress, I might imagine it is in 
the executive, as GAO has seen, is a jurisdictional question. But it 
is clear that the security issue, security for this nation, is vested 
in the Department of Homeland Security, and frankly, in the 
Transportation Security Administration. 

I almost paint the picture that everyone wants a hand in the 
matter, until the crisis arises. I would venture to say that if we did 
not continue to receive the blessings that we have, as it relates to 
attack on our soil, if one were to occur, I would bet all bets that 
the pointing would go toward the Department of Homeland Secu- 
rity and TSA, in this instance, as it relates to rail security. 

So we have a real challenge to step up to the bar. My questions 
relate to stepping up to the bar. You mentioned a number of points. 
I start with the DHS assessments not completed, or possibly not 
coordinated with other agencies, which I think is truly key. You 
heard testimony about the lack of security training, at least re- 
quired, that we seem to have with rail employees, which I would 
include mass transit employees. 

I am giving you a series of issues. One, the coordination, whether 
or not we are consulting with law enforcement agencies on the fed- 
eral level as to the assessment, say, an overview of security issues 
across the nation. Are we engaging in regional FBI offices? Are we 
talking to the New York FBI office, for example? Is there that kind 
of coordination? 

And then, of course, the training question. As we look at the way 
to focus legislation to give Administrator Hawley more, if you will, 
tools, is a request of 288 personnel seemingly adequate, with only 
1,000 and a small number of surface transportation security offi- 
cers? 

And then, a ticklish point, but I believe a very important one. 
There is no doubt that controlling the purse-strings gives you a lit- 
tle oomph. Therefore, if security is defined as the responsibility of 
DHS and TSA, would it not be appropriate for transportation secu- 
rity grants, determined by risk, funding to be issued out of TSA or 
the Ilepartment of Homeland Security? 

With that, I will yield to you for your responses. 

Ms. Berrick. Thank you. Madam Chairwoman. 

Your first point regarding risk assessments, GAO did look at the 
Department of Transportation’s and Department of Homeland Se- 
curity’s efforts to conduct risk assessments. At the time, we had 
done that work, TSA was in the early stages of doing risk assess- 
ments. This was about a year ago. The Department of Transpor- 
tation had been doing them since 9/11. And also at the Department 
of Homeland Security level, they were doing risk assessments as a 
part of their grantmaking authority. 

We had observed during that work that there was a lack of co- 
ordination between the three parties. These were all promising ef- 
forts, but they weren’t coordinated and they also weren’t completed. 
Since that time, there has been more coordination. They have com- 
pleted more assessments, but they are still not at the point where 
they need to be. Until that happens, it is very difficult for TSA to 
develop a strategy on what the security should be for passenger 
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rail or for any mode of transportation until they are in a position 
to have a comprehensive view of the risks facing that sector, and 
then comparing that to aviation and other modes of transportation. 

Ms. Jackson Lee. So they need to be working with FTA and 
FRA? 

Ms. Derrick. Exactly, and also TSA and the Office of Grants and 
Training within DHS needs to be working together. We made rec- 
ommendations along those lines. 

Regarding coordination, when we had done our work, we identi- 
fied that coordination was a problem between DHS and the rail op- 
erators. TSA really started getting involved in passenger rail secu- 
rity after the Madrid bombings. Once they did, they issued security 
directives within a matter of months. It was mentioned earlier that 
these directives were not fully coordinated. So coordination was a 
problem. 

Operators also weren’t clear what TSA’s role was versus FRA 
and FTA and DOT. We had made a recommendation that DOT and 
DHS establish a memorandum of understanding to clearly delin- 
eate what their roles and responsibilities are. They did implement 
that MOU and establish some annexes, which we think is a great 
step in the right direction to coordinate better with stakeholders. 

Also, TSA, since we did our work, is reaching out more with rail 
operators, as a part of their security assessments. They are build- 
ing a framework there to work closely with stakeholders. I think 
where they are right now is in the implementation. They have this 
framework in place with the MOU. They have reached out initially 
to rail operators. Now, it is about implementation and moving for- 
ward. Whatever strategies they put forth, it is important that they 
be coordinated with these stakeholders and they leverage these re- 
lationships that they have developed. 

Regarding training, you had mentioned training. Right now, one 
of the points we have made in our work is that TSA, FRA and FTA 
have a lot of security efforts under way. Part of what is under way 
is the Department of Homeland Security is providing grants to rail 
operators for training. The problem that we see is that it is not 
clear how all of these different efforts tie together, and what the 
ultimate end-state is for security for passenger rail. For example, 
training, everybody agrees that training is important, but what 
type of training, who should be trained, when should they be 
trained, should it be one-time, should it be recurrent, how will TSA 
measure whether or not operators are absorbing subject matter 
that they want them to absorb. 

That is why training needs to be a part of a bigger plan. How 
do all these different components fit together, and what are the ul- 
timate goals for training? Mr. Hawley mentioned that the work had 
been done to support that plan. We just haven’t seen the plan yet, 
and what that is. 

Regarding your question about 288 personnel being devoted to 
surface transportation security, again, I go back to the risk assess- 
ments. I think until TSA does an analysis, until the put it forth 
and it can be reviewed, it is difficult to answer what is the appro- 
priate number of resources. As of today, I haven’t seen that anal- 
ysis. I know they are working on this transportation sector-specific 
plan. Once they lay out what their strategy is, I think everybody 
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will be in a better position to assess whether or not that is an ap- 
propriate number of people. 

Ms. Jackson Lee. Let me think. I had another question, but I 
am going to yield to the distinguished gentleman from Colorado, 
and welcome him to the committee. Mr. Perlmutter? He is from 
Colorado, not New York. 

Mr. Perlmutter. Thanks, Madam Chair. 

I just had a couple of questions, and just a couple of comments. 
My first question is, in your studies and your inspection of this, 
how have the more successful agencies within the TSA worked 
with the rail and transit sectors to develop the best practices? That 
would be my first question. 

And then my second is, when you were doing your assessment 
of all of this, it seems to me that the Denver area, which has a lot 
of rail traffic, was ignored. I mean, I don’t know whether you found 
anything or you wondered by the metropolitan area of Denver was 
not part of the study group, or whatever, but those are my ques- 
tions. 

With that, I will yield to the speaker. 

Ms. Derrick. Thank you. 

Regarding coordination and best practices for TSA, what we 
found is, first and foremost, that TSA is developing a strategy re- 
lated to passenger rail security, or before they roll out any security 
directives or programs, it is really paramount that that coordina- 
tion happen before they make those decisions. Most of the problems 
in the past have stemmed from the fact that that coordination 
wasn’t always there, and there have been reasons for that turnover 
within TSA. 

And then also TSA was reacting quickly as a result of the Ma- 
drid bombings. They wanted to get security directives out quickly, 
so they were trying to balance that with coordinating with stake- 
holders. So I think the first best practice is really reaching out be- 
fore decisions are made and working with stakeholders. 

I think a second good practice is, before laying out regulations 
and standards, going out and visiting the rail operators, seeing how 
they do business, see what they have in place already, and get 
their input regarding what assistance do they need and what direc- 
tion do they need. TSA has since done a lot more of that in the past 
year. So I think those are two important practices. 

By the way, we did visit some foreign countries as a part of our 
work, in Europe and Asia. And stakeholder partnerships was al- 
ways a very big part of what they did. We also identified some 
unique things that they were doing in those countries that poten- 
tially could be considered in the United States, that we reported 
on. 

In terms of Denver, as a part of the study, we visited about 35 
major rail operators around the country. I am not certain whether 
or not Denver was a part of that or not. I can check and then let 
you know after this hearing. I also wanted to mention that this 
committee has asked GAO to do follow-on work on passenger rail 
security. So if there are certain issues or locations that you think 
we should be focused on, we would be certainly happy to talk to 
you and get your input. I can get back with you on our last study 
and whether or not Denver was one of the cities we visited. 
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Mr. Perlmutter. One last question, Madam Chair. 

Are you getting any resistance from any of the stakeholders as 
to efforts to beef up security, either on the freight side or the pas- 
senger side? 

Ms. Derrick. Not at all. In fact, most of them have said, “We 
know that this is our responsibility as well.” They went and they 
acted after 9/11, before anybody came to them from the federal gov- 
ernment. They knew that they had to do this. They knew they were 
going to have to pay for a lot of this. So no, it wasn’t. 

We often asked the question, well, what do you want from the 
federal government? You are doing a lot of these things already. 
They would always say, well, “We want to know what the federal 
government’s role is; we want to know what their strategy is; we 
want to know if they are going to issue security standards a year 
from now that is going to conflict with what I am doing.” 

They also said that they wanted information on technologies that 
would be useful to them, because they had a lot of technology pro- 
viders approaching them. They wanted to know what were the best 
technologies to pursue. So we actually saw that they were very 
willing to work with the government, and also willing to shoulder 
a lot of the burden for securing their systems. 

Mr. Perlmutter. Thank you. Madam Chair. 

Ms. Jackson Lee. Let me make sure that the record is clear. 
There are a lot of New Yorkers on this particular subcommittee, 
and I am delighted that the distinguished gentleman represented 
the very wonderful state of Colorado. We thank him for his pres- 
ence and his very pointed and important questions. 

I now yield myself 5 minutes for a second round of questions. 

As I have looked, it doesn’t appear that you have been to the 
Denver area, the suburbs. I would encourage the distinguished gen- 
tleman to encourage your visit in that area. Likewise, it appears 
that you were in Dallas. I am going to ask, sort of probing your 
mind, if you remember any distinctive aspects of that review in 
that city, and if you remember anything striking in terms of secu- 
rity that you are able to share in your foreign visit. And then I 
would like to also make mention of Houston, Texas, from the 
freight and rail perspective, that we will probably encourage a visit 
there, because it is a system that weaves in and out of the residen- 
tial area. 

If I might, those are questions that you might answer. It might 
have to be in writing, but let me pursue them, and you might be 
able to provide us with an answer. 

Again, I want to pursue the president’s budget of 288, and this 
coordination issue. Would you give the committee your sense of 
how urgent and how fast we should be moving with this coordina- 
tion? I would also put on the record that I would be interested in 
securing the MOU. We might have it in our records files, but I 
want to make sure this committee has a copy of that. I am not sure 
if the GAO has it. We will make an official request on that. 

So if you could comment on how fast, and I have given you some 
earlier questions, but how fast we need to move. And then let’s go 
back to this question of training, the urgency or the importance of 
a consistent training program. Now, I know this smacks up against 
the sort of dichotomy between more local efforts than we have in 
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aviation, where the aviation is dominated by federal. It seems that 
there is some balance in the rail system. But the training is what 
we hear from rail employees, whether they be mass transit or oth- 
erwise, that they need not only training, but ongoing. 

And I think the way Administrator Hawley represented it to us, 
was that it is through transportation security grants, that you can 
use it for that or not. Why don’t you comment on how vital training 
is, and maybe the need to make it required. And then if you would 
indicate to us whether or not the effective training is a key to what 
we need to be doing, and whether or not DHS needs to have full 
control over the issuance of the transportation security grants, 
which would include issuing the check. 

Ms. Berrick. Thank you. 

Regarding your question about how fast should coordination hap- 
pen, I think it should happen immediately. The framework is put 
in place now. It is about implementation. But I think until TSA can 
really move forward, again I go back to the plan. They have to com- 
municate to the stakeholders what their strategy is, because they 
can do a lot of coordinating, but if it is not clear what the end-state 
is for security, it is difficult to really move forward. 

Again, rail operators are doing a lot on their own, but they are 
also leery of doing too much in anticipation of federal requirements 
that may be issued that may conflict with what they are doing. So 
I think they need to move quickly. I think the first step, they have 
done a lot of these risk assessment efforts. I think they can im- 
prove upon that, have that built into the strategy, communicate it, 
and then implement it. And then it would also provide for congres- 
sional oversight, too, because there is a roadmap from which you 
can assess DHS’s progress. 

Regarding training, every rail operator that we spoke with, do- 
mestically and overseas, all said that training is probably the most 
important aspect of security that they felt they had within their 
reach. In addition to grants that DHS provides for training, rail op- 
erators on their own are implementing a lot of different training 
efforts as well. So there is a lot of training going on, but again, it 
is not required. It is not consistent. It is important, and it is not 
clear what TSA’s vision is for training, again, who should be 
trained and how often, how frequently, and by when. So I think 
training is very important, and I think it is something that TSA 
needs to focus on and communicate with stakeholders. 

You had mentioned foreign practices, if we had learned anything 
in our work that could potentially be applied domestically. There 
were some practices, although a lot of practices are the same do- 
mestically and foreign, there were some foreign practices that we 
saw that we felt should be considered here. One was related to 
training. It was not so much the training itself, but it was how the 
training was taught. Instead of a large classroom setting, it was 
more of a one-on-one conversation between a supervisor and their 
employee on security. A few countries were doing this. They 
thought it was much more effective than classroom training, so 
that was something of interest that we passed on. 

There were also a few other practices, one was covert testing. We 
found that some countries were doing covert testing of their rail 
systems. This was run by the federal government. It was also run 
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by the rail operators themselves. That is where rail management 
or the government would leave a suspicious package. They would 
time how long it took a rail employee to detect it and report it. 
They would break a seal on a fire extinguished and time how long 
it took someone to detect it. So covert testing was one that was not 
done domestically here in the United States. 

Also, the random screening of passengers and their bags. At the 
time we did this work, that was not done domestically. It is done 
to a limited degree right now, but again not to the degree that we 
have seen in some foreign countries. And then a last major area 
was a clearinghouse of technologies. There are some federal govern- 
ments that see it as their role, providing information to operators 
on technologies. So they really provided a clearinghouse on tech- 
nologies that are existing and evolving and emerging, and they 
shared that information with rail operators. That was not done and 
is not done here today in the United States, although TSA is plan- 
ning to do something along those lines. 

So there were a few other practices. Those were probably the 
major ones. We did recommend that DHS consider these as they 
move forward with their rail security efforts, and they agreed to do 
that. 

Regarding DHS’s full control over grants, we haven’t done work 
specifically focused on the grant process, other than look at the 
grants that have been distributed and what was being done with 
them. As a part of our ongoing work for this committee, we were 
asked specifically to look at grants. So we will get into a lot more 
detail on grants and how they are administered and what is work- 
ing and what isn’t. So we will make sure that we absolutely focus 
in on that. 

Your question about Dallas and Houston, Texas, I will have to 
get back to you, unfortunately. You have the list so you probably 
have more information than I do. Again, we will be doing addi- 
tional work and we can make sure to focus in on these locations 
as a part of that. 

Ms. Jackson Lee. Thank you. My clock is sort of stilted at .16. 
But in any event. Congressman, as you have listened to her an- 
swers, do you have any additional questions that you would like to 
pose or invitations you would like to give? 

Mr. Perlmutter. I always invite people to Golden, Colorado. It 
is one of the best places on the planet. But I do have a question 
on the covert testing. I assume, my guess is that the TSA or some 
organization within the department is doing some kind of testing. 
As you were saying, that reminded me of the experience that Bos- 
ton just had with that those funny-face things, or whatever they 
were. Are any of the organizations doing the testing to see how 
quickly the rail inspectors, or whomever, respond to a suspicious 
package? 

Ms. Berrick. TSA does have a covert testing program that is en- 
visioned to cover all modes of transportation. Right now, that is 
just focused on aviation. TSA did run a pilot program where they 
did some covert testing at rail facilities, but they haven’t moved 
forward with that and haven’t implemented it yet, although they 
say they are considering that. 
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The Department of Transportation is not doing any security-re- 
lated covert testing at rail facilities. The rail operators themselves 
at the time we interviewed them, again, this was about 12 months 
ago, were not doing any covert testing either of their own facilities. 
Again, it was somewhat striking in that there were quite a few 
other countries that were doing it, but so far, to my knowledge, it 
is not being done here. 

Mr. Perlmutter. Thanks, Madam Chair. 

And thanks, Ms. Derrick. 

Ms. Jackson Lee. I thank the distinguished gentleman. 

I would be happy to yield to the ranking member, in all of his 
timeliness, Mr. Lungren for 5 minutes. 

Mr. Lungren. They say you can’t be three places at once. Well, 
we are proving them wrong. 

Thank you very much for being here, and thank you for the work 
that you have done and your testimony. 

Let me ask this, we do hear a lot of talk about the difference of 
how much time and how much money and how much manpower or 
personnel is placed on aviation versus rail and mass transit. The 
TSA administrator made the point that the federal government has 
this massive role in the area of aviation in terms of personnel, but 
that in rail it is primarily local jurisdictions and the private sector, 
but primarily the local and state jurisdictions. 

Is there any argument that you believe would lead us to fed- 
eralize rail and mass transit security? Should we even contemplate 
doing anything like spending the amount of money it would require 
for federal security and a screening force for mass transit? If not, 
what should we be doing? I want to get a very, very precise ques- 
tion, not a wide question. But if not, what should we be doing? 

Ms. Derrick. Thanks for the question. 

In terms of federalizing rail and mass transit security efforts, we 
have never heard positions that would support us saying we think 
that that is a good idea. Frankly, that has never really been raised 
with the rail operators. They understand that this is their responsi- 
bility. They are going to have to pay for security. It is a matter of 
doing business, but it is also a shared responsibility. They recog- 
nize that the federal government does need to be involved and set 
what the strategy is for rail security. 

So in terms of federalization, they haven’t been convinced or even 
gotten input that that is something that should be done. But what 
the rail operators do want is they want more from the federal gov- 
ernment in terms of where they ultimately want to be with rail se- 
curity, and they want to know how that is going to impact them. 
After 9/11, rail operators moved quickly. They implemented a lot 
of different security programs. FRA and FTA did, too. 

But right now, where they are is it is not clear how these fit to- 
gether. Although a framework is established, where they are talk- 
ing to TSA, there are still not clear on where TSA is going. So as 
a result, they are looking for more guidance, strategy from TSA, 
and then assistance through the grant program. 

In terms of the amount of money that should be administered 
through grants or other efforts, again I think that gets back to 
completing these risk assessments across rail, which we have re- 
ported haven’t been fully completed or coordinated. There has been 
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a lot of progress, but there could be some more, and then laying 
out what that strategy is. 

Mr. Lungren. Obviously, there are a lot of elements to it, but 
one of the concerns I have, and it was expressed a number of dif- 
ferent ways by the other government representatives who spoke, is 
the potential vulnerability at a rail yard, if you have hazardous 
cargo or if you just have the opportunity, perhaps, to sabotage or 
in some way gain access to the rail cars that are there. 

Are there best security practices that you were able to observe 
with respect to securing rail yards, access to the rail yards, level 
of surveillance of the rail yards, et cetera? 

Ms. Berrick. Actually, our work was focused on passenger rail 
security. 

Mr. Lungren. Right. 

Ms. Berrick. We did initiate a review for this committee on 
freight rail, and hazardous materials and the storage at rail yards 
is one issue that we will be looking at as a part of that work. 

Mr. Lungren. Okay. I hope you look at that part of it. 

Ms. Berrick. Yes, we will. 

Mr. Lungren. I am not looking for blame. I am looking for an- 
swers. It just strikes me that we have a new culture, a new envi- 
ronment, a new concern that we didn’t have before. And where be- 
fore you didn’t have to worry about limiting the access as much as 
we do now. Have we taken a fresh pair of eyes to look at this sort 
of thing to see if we are doing what needs to be done at those loca- 
tions? 

Now, I am not giving you any suggestion I have evidence that 
that is a huge problem. It just strikes me, as an observer, as one 
who has been in and around rail yards, that that could be a real 
vulnerability, and how do we go about applying best practices, and 
what is the government role in that, and what is the federal gov- 
ernment role in that? 

I would appreciate observations and conclusions you might have 
on that. 

Ms. Berrick. We will look at that. 

Mr. Lungren. Thank you very much. 

Thank you. Madam Chairman. 

Ms. Jackson Lee. Thank you very much. 

We will conclude. I would like to yield myself 5 minutes to just 
conclude. I am not sure if the ranking member needs additional 
time. 

You asked a very important question, as you focused on what we 
should be doing and how we should be doing it. Let me just ask 
you a question of GAO accountability in terms of how do you think 
processes work better. 

You mentioned that you want to study the transportation secu- 
rity grant process. Let me just move it a notch up and simply say, 
has it been found by GAO that when an agency controls directly 
the purse-strings, meaning that based upon their process, whether 
it is at risk, they make the determination and they issue the fund- 
ing, that it is a more effective chain of events and makes it a more 
effective process of oversight? 

Ms. Berrick. Thank you. 
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GAO has done work looking at the distribution of grants. Your 
specific question about whether or not it is more effective if one 
agency is controlling it, I will have to check to see if we covered 
that specific point. I know some of the issues we have raised in the 
past about the distribution of grants have been related to making 
sure that the process is clear to grant recipients, what they have 
to do to apply for grants, not changing the process mid-stream, 
which sometimes happens during grantmaking processes, so as a 
result, the recipients aren’t sure how to apply and the require- 
ments are changing. 

And then also the timeliness of receiving the grants. If it filtered 
through the states, for example, there could be a significant delay, 
for example, for rail operators receiving grants. 

So those have been the three issues that have surfaced in our 
grant work. I will have to check to see specifically if we looked at 
whether or not that was an issue in terms of control, and which 
agency is controlling the grant, and would that have an impact on 
the oversight. 

Ms. Jackson Lee. On the oversight, federal agencies, that is. 

Ms. Berrick. On their oversight, federal. And we will look spe- 
cifically at this issue for passenger rail, again, as a part of our 
work. 

Ms. Jackson Lee. Let me just. Congressman Lungren mentioned 
this issue of hazardous materials. I think the irony is that this con- 
fusion between state and local authority versus federal is getting 
even more confused as it relates to the rail system because a recent 
notice of proposed rulemaking, recently released by TSA, had TSA 
and the Department of Transportation precluding state and local 
officials from mandating the re-routing of hazardous materials. 

I think that is the dichotomy of the conflict. We don’t know 
whether to put it in the states or to take it back. Do you see that 
that is very important for us to sort of get some order in how we 
are regulating our rail, whether it is hazardous materials or wheth- 
er it is passengers? 

Ms. Berrick. Again, most of our work has been focused on pas- 
senger rail security, but related to hazmat and freight? 

Ms. Jackson Lee. The point is that they interfered with state 
and local authorities, saying, for example, don’t go through this 
neighborhood. They left that responsibility to the federal govern- 
ment. It looks like we have sort of a uneven sort of order to doing 
this. Don’t we need to get consistent in how we handle this regula- 
tion, whether it is freight or passenger? 

Ms. Berrick. There needs to be communication with the stake- 
holders, and I would hope for that specific requirement there was 
coordination with the stakeholders to get their input. I know this 
is a proposed rule, so you will get comments back in on it. But in 
terms of whether or not it should be consistent, I don’t know what 
the answer to that is. I think you would have to look at it on a 
facts and circumstances, what the specific requirement is, maybe 
the federal government should take more of a role, maybe they 
should take less of a role. 

So I think it is going to depend on the specific circumstances. I 
think there has to be coordination so the government has all the 
information it needs to make an informed decision. And then from 
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that, they need to make a decision and then move forward. But 
right now, the requirements have been uncertain. In most of the 
cases, it is not clear what the government’s role ultimately is going 
to be, and this may be another case. 

Ms. Jackson Lee. That is an important point. 

My last question is, what should be the federal government’s top 
priority in securing the passenger rail system? 

Ms. Berrick. I think the top priority is the risk assessments. 
Make sure that what DHS is doing, what TSA is doing, what DOT 
is doing is consistent, and that can be consistently applied across 
rail and across other transportation modes so that TSA can make 
informed decisions. 

Stemming from that, I think another important element is the 
strategy based on these risk assessments. Identify a clear strategy, 
a clear roadmap on what they want the end-game to be for pas- 
senger rail and how to get there, so that they can measure their 
progress and be held accountable for doing it. 

And then I think a third area, it gets back to coordination, since 
this is a shared responsibility, there needs to be a framework in 
place. At passenger rail, I think they do have a framework in place. 
They just need to implement that, and moving forward, to make 
sure that they can implement these requirements and work with 
stakeholders to make them successful. 

Ms. Jackson Lee. Let me thank you very much. Thank you for 
your testimony. 

As I indicated earlier, members have 5 days to submit their 
statements into the record, and as well, we will look forward to any 
information that the witnesses would desire to put in. 

I thank the witnesses for their valuable testimony, and the mem- 
bers for their questions. I have already said the members of the 
subcommittee may have additional questions for the witnesses, as 
I will have, and we will ask you to respond expeditiously in writing 
to those questions. 

Hearing no further business, the subcommittee stands adjourned. 

[Whereupon, at 12:23 p.m., the subcommittee was adjourned.] 
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APPENDIX A: THE RAILROAD INDUSTRY’S 
SAFETY RECORD 


The railroad industry’s overall safety record is very positive, and most safety 
trends are moving in the right direction. While not even a single death or injury 
is acceptable, progress is continually being made in the effort to improve railroad 
safety. This improvement is demonstrated by an analysis of the Federal Railroad 
Administration’s (FRA) database of railroad reports of accidents and incidents that 
have occurred over the nearly three decades from 1978 through 2005. (The low point 
of rail safety in recent decades was 1978, and 2005 is the last complete year for 
which nearly final data are available.) Between 1978 and 2005, the total number 
of rail-related accidents and incidents has fallen from 90,653 to 13,969, an all-time 
low representing a decline of 85 percent. Between 1978 and 2005, total rail-related 
fatalities have declined from 1,646 to 888, the second-lowest number on record and 
a reduction of 46 percent. From 1978 to 2005, total employee cases (fatal and 
nonfatal) have dropped from 65,193 to 5,643, the record low; this represents a de- 
cline of 91 percent. In the same period, total employee deaths have fallen from 122 
in 1978 to 25 in 2005, a decrease of 80 percent. 

Contributing to this generally improving safety record has been a 71 percent de- 
cline in train accidents since 1978 (a total of 3,225 train accidents in 2005, com- 
pared to 10,991 in 1978), even though rail traffic has increased. (Total train-miles 
were up by 5 percent from 1978 to 2005.) In addition, the year 2005 saw only 37 
train accidents out of the 3,225 reported in which a hazardous material was re- 
leased, with a total of only 50 hazardous material cars releasing some amount of 
product, despite about 1.7 million movements of hazardous materials by rail. 

In other words, over the last approximately three decades, the number and rate 
of train accidents, total deaths arising from rail operations, employee fatalities and 
injuries, and hazardous materials releases all have fallen dramatically. In most cat- 
egories, these improvements have been most rapid in the 1980s, and tapered off in 
the late 1990s. Causes of the improvements have included a much more profitable 
economic climate for freight railroads following deregulation in 1980 under the Stag- 
gers Act (which led to substantially greater investment in plant and equipment), en- 
hanced safety awareness and safety program implementation on the part of rail- 
roads and their employees, and FRA’s safety monitoring and standard setting (most 
of FRA’s safety rules were issued during this period). In addition, rail remains an 
extremely safe mode of transportation for passengers. Since 1978, more than 10.7 
billion passengers have traveled by rail, based on reports filed with FRA each 
month. The number of rail passengers has steadily increased over the years, and 
since 2000 has averaged more than 500 million per year. Twelve rail passengers 
were killed in train collisions and derailments in 2005, including ten that died in 
the Glendale, California tragedy. On a passenger-mile basis, with an average about 
15.5 billion passenger-miles per year since the year 2000, rail travel is about as safe 
as scheduled airlines and intercity bus transportation and is far safer than private 
motor vehicle travel. Rail passenger accidents — while always to be avoided — have a 
very high passenger survival rate. 

As indicated previously, not all of the major safety indicators are positive. Grade 
crossing and rail trespasser incidents continue to cause a large proportion of the 
deaths associated with railroading. Grade crossing and rail trespassing deaths ac- 
counted for 93 percent of the 888 total rail-related deaths in 2005. In recent years, 
rail trespasser deaths have replaced grade crossing fatalities as the largest category 
of rail-related deaths. In 2005, 467 persons died while on railroad property without 
authorization, and 357 persons lost their lives in grade crossing accidents. Further, 
significant train accidents continue to occur, and the train accident rate per million 
train-miles has not declined at an acceptable pace in recent years. It actually rose 
slightly in 2003 and 2004 (to 4.05 and 4.38, respectively) compared to that in 2002 
(3.76), although it dropped in 2005 (to 4.08). As stated in the main testimony, the 
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causes of train accidents are generally grouped into five categories: human factors; 
track and structures; equipment; signal and train control; and miscellaneous. The 
great majority of train accidents are caused by human factors and track. In recent 
years, most of the serious events involving train collisions or derailments resulting 
in release of hazardous material, or harm to rail passengers, have resulted from 
human factor or track causes. Accordingly, the National Rail Safety Action Plan 
makes human factors and track the major target areas for improving the train acci- 
dent rate. 
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APPENDIX B: SUMMARY OF THE STEPS FRA 
HAS TAKEN TO IMPLEMENT ITS NATIONAL 
RAIL SAFETY ACTION PLAN 

• In response to various rail safety concerns, including some recent 
major train accidents, such as Graniteville, SC, and the lack of sub- 
stantial improvement in the train accident rate in recent years. 
Secretary of Transportation Norman Mineta launched the National 
Rail Safety Action Plan in May 2005. FRA has made real and sub- 
stantial progress in bringing its aggressive and ambitious National 
Rail Safety Action Plan to fruition. 

• To reduce the number of train accidents caused by human factors 
( the largest category of train accidents), FRA — 

• Issued a proposed Federal rule in October 2006 that would 
address top causes of human factor train accidents (such as 
failing to return a track switch to its proper position, which led 
to the Graniteville accident). The final rule is expected to be 
issued later this year. 

• Implemented an ongoing research program to identify 
human performance problems. Railroads, their employees, and 
FRA are entering into agreements that permit the employees 
to report unsafe events that do not result in a reportable acci- 
dent but could have done so, without the fear of discipline. 

• Made available to railroads and their employees a fatigue 
model that can assist them in developing crew scheduling prac- 
tices based on the best current science. 

• Approved the first positive train control system capable of 
automatically controlling train speed and movements to pre- 
vent train collisions and other accidents. The system will be in- 
stalled on many BNSF Railway Company (BNSF) rail lines. 

• Completed a pilot project, in partnership with BNSF, to de- 
velop a low-cost system that electronically monitors, detects, 
and reports a misaligned switch on mainline track located in 
non-signaled track territory. BNSF plans expansion of this and 
other similar systems on other non-signaled lines of its com- 
pany. 

To help prevent track-caused train accidents (the second-leading 
category), FRA — 

• Developed an automated track inspection system that uses 
high-resolution video to detect cracks in joint bars. Testing 
showed that the high-resolution video system detected cracks 
that were missed by the traditional visual inspections. The sys- 
tem, which can be deployed on a hi-rail vehicle to detect cracks 
in joint bars without having to stop the vehicle, was dem- 
onstrated to the railroads during summer and fall of 2006. 
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• Issued a final rule requiring track owners to develop and im- 
plement a procedure for the detailed inspection of rail joints in 
continuous welded rail track. 

• Contracted for the construction of two automated track in- 
spection vehicles, to be delivered in February and March, 2007, 
which will bring FRA’s fleet to five, allowing FRA to inspect 
nearly 100,000 track-miles each year, which triples the present 
capacity. This additional capability will permit FRA to inspect 
more miles of major hazardous material (hazmat) and pas- 
senger routes, while also having the ability to follow up more 
quickly on routes where safety performance is substandard. 

To improve hazmat safety and emergency response capability, FRA 
improved emergency responders’ timely access to hazmat informa- 
tion. As discussed in FRA’s testimony today, FRA also accelerated 
its tank car structural research, hopes to issue new tank car per- 
formance standards in 2008, and has issued an NPRM on pas- 
senger train emergency systems. 

To strengthen FRA’s rail safety inspection and enforcement pro- 
gram, FRA has made better use of data to direct FRA safety in- 
spectors and other resources to where problems are likely to arise. 
FRA’s new National Inspection Plan was fully implemented for all 
FRA safety disciplines in March 2006, and further training will be 
provided to FRA safety personnel on how to best use the data dur- 
ing the scheduled national technical conferences this year. 

To foster further improvements in highway-rail grade crossing safe- 
ty, FRA — 

• Built partnerships with State and local agencies by issuing, 
in May 2005, and extensively distributing a safety advisory de- 
scribing the roles of the Federal and State governments and of 
the railroads in crossing safety. The advisory also reminds rail- 
roads of their responsibilities in relation to crossing accident 
reporting and investigation and offers assistance to local au- 
thorities in the investigation of crossing collisions where infor- 
mation or expertise within FRA control is required to complete 
the investigation. 

• Aided the State of Louisiana in developing a crossing safety 
action plan, approved by the State in April 2006. This State 
has consistently ranked among the top five with the highest 
number of crossing collisions and fatalities. The State of Texas 
is currently working with FRA to develop a similar plan, and 
FRA is encouraging other States with a high numbers of grade 
crossing accidents to do the same. 

• Launched an ongoing public safety inquiry into safety at pri- 
vate crossings. 

• We would be glad to provide the Subcommittee with additional 
information on the current status of FRA’s implementation of the 
National Rail Safety Action Plan. 
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